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|. Overview of tools Overview of tools

(i) Introduction to the software

Baymax Patch Tools (Baymax for short) loads the function
module PYG.DLL/PYG64. DLL through the hijacked DLL released
by the target process, realizing dynamic patching of the
target process. Baymax not only supports dynamic modification
of the instructions and data of the target module, but also
takes over the exception handling of the process r3, which
simulates the exception handling of the debugger. It supports
setting breakpoints on the address of the target module, and
modifying its corresponding registers, flag registers, and
memory data pointed by registers after the break, so as to
realize cracking and killing the target file without
destroying it.

The tool is protected by a shell, the antivirus may
misdiagnose the tool and the patch file! Due to the use of
the shell SDK, all components of the tool (including the
generated patches) do not contain networking capabilities!
The generated patches will not modify any files in the system
when running (except for overwriting patch files). The tool

itself has a validation mechanism, the startup validation


https://www.chinapyg.com/

module will be loaded only after the success, but for
security reasons, please be sure to download from the

official use.

(i) Scope of application

Baymax is available for Win x86/x64 platforms. It has
been adapted to WinXP, Win7, Win8, Win8.1, Winl0O, Winll, etc.
Theoretically, it patches all processes that can load
hi jacker modules, supports some .NET programs, and basically

does not support scripting language programs.

(iif) How to test

Baymax is intended for rapid verification of patch
solutions and is limited to technical communication only,
please do not use it for copyright infringement or commercial
purposes.

The function module of Baymax is PYG.DLL/PYG64.DLL, the
function module has a simple built—-in file name check, and
will not perform a patch operation after modification.
Therefore, you can check whether the file exists in the
process directory or whether the process has loaded the

module as the basis of detection.



(iv) Disclaimer

This tool is for technical communication only, please do
not use it for commercial or illegal purposes! This author
has nothing to do with any effects caused by the patch files
you create! By clicking OK on the disclaimer when you use

the tool, you agree to the terms and conditions.

ll. Creating a Patch Project

(i) Setting up the target process

The patch program first selects a target file, and the
target program set in the interface will be used as a
reference for the generated patch program to intelligently
release the hijacked file. If the patch program does not find
the file, a pop—up box will prompt the user to select the

target object.

¢ Baymax Patch toOls 3 x64 = -

Project(P) Tools(T) Options(O) Help(H)
Information
T arget Program: C:\Users‘\Nisy\DesktophB aymaxbd. exe D

Patcher Title: Baymax64 test patch

Cracker Name: baymax




(i) Adding patches and setting up patch processes and modules

Add a search and replace or exception interrupt patch
item. The target process set in the project is the default
process and patch module for each patch item, which can be
adjusted by yourself.

Baymax support patch project contains multiple patch
items, each patch item can be set to patch a different process,
you can also set the patch all processes (check the target
for any process), support for the process of different DLL
or other loaded modules (set the target for other modules,
you can set the process in each patch item loaded by a module)

for patching.
+ Search and Replace Patch @

File
Process: *.exe V| Target is any process

Module: Bellag4.dll ‘ .. | |¥| Target other module

When you check the target for other modules, you don't
need to care when the module is loaded, whether it will be
uninstalled or reloaded, but if the patched module is not
an exe process, Baymax will monitor the loading of the
module and try to patch it by default. Of course, you can
also handle the patch timing of the module by yourself, you

can choose "Customize Patch DLL Timing" in the menu to



disable the smart monitoring function.
(iif) Setting the patch address

1. Offset Patch
"Search and Replace Patch", referred to as Offset Patch,

supports the following three patch address setting options:

Patch address
_) Virtual Addr(VA): Module Address:

@ Feature code search: (Please fill in the feature code data in the raw data, support '27)

") Export function: ChinaPYG| l
ChinaPYG

Patch data NsGoodByeBella }
NsHelloBella

(1) Enter the patch virtual address (memory address) and
the module base address

(2) Locate patch address by feature code

(3) Locating the patch address via the export function

Baymax supports Dynamic Base Addressing (ASLR), which
automatically calculates the RVA for patching by using the
patch address and module address entered by the user (no user
concern).

In option 1, "Virtual Address (VA)" is the address we

see in the debugger, and you can enter it directly.

ﬁ CPU ‘ | & Log | _l Notes | @ Breakpoints | B Memory Map | [} Call Stack | &% SEH | || Serip

cC int3

~—EB 00 jmp ntd11.7752CB63
I-_)48:83C4 38 add rsp, 38
Cc3 ret
90 nop
] 90 nop
752CR6BA a0 non

" s 0 8 0

The "module base address" needs to be viewed in the



process memory through the debugger, and the load address of

the module is the module base address.

‘ ﬁ CPU | | 4 Loz | | 1IiNotes | #® Breakpoints B Memory Map L) Call Stack
Address Size Info
00000001 3FCEDOQO 0000000000001000 baymax64 . exe
000000013FCEL000 000000000005E000 " "
000000013FD3F000 0000000000016000

000000013FD55000 0000000000006000

000000013FD5B000 0000000000005000

00000001 3FD60000 000000000001A000

000000013FD7 A0QO 0000000000001000 "
000000013FD7B0O00 0000000000001000 " idata"
000000013FD7C000 0000000000013000 ".rsrc”

Option 2 locates the patch address by a feature code,
which supports ???? wildcards. When using this option, it is
recommended to use the "Feature Code Search" widget to check
if the results meet expectations.

Option 3 If an export table exists for the module, you
can set the export function to the patch address.

2. Interrupt Patch
"Abnormal Interrupt Patch", referred to as Interrupt

Patch, also supports three patch address setting schemes:

Breakpoint address
Virtual Addr(VA): Module Address: Firstbyte: ~ 0x0
Offset: 0x0
(@ Feature code data:
Feature code search
Export function: ChinaPYG v Offset: 0x0
[ Modify return value: |Save the current context and modif + | Return Addr Stack Offset: Stack adjustment:

(1) Enter the patch virtual address and module base
address
(2) Locate patch address by feature code

(3) Locating the patch address via the export function



The difference between Option 1 and offset patching is
that if the target module has a shell or is to be decoded,
setting the INT3 breakpoint also requires inputting the first
byte of the instruction corresponding to the patched address,
and the patch first determines whether the address has been
decoded by judging whether the memory byte is equal to the
original value input by the user. If the module is without
shell or using hardware breakpoints, just keep the default
value 0.

Option 2 can use the feature code's to get the patch
address, and set the break after calculating the virtual
address through the search result + offset value (the offset
value can be negative). It should be noted that Baymax will
set break in all the results of the search + offset value,
if the search results are more than 4, the use of intelligent
breakpoints or hardware breakpoints may result in omissions.
After extracting the feature code, be sure to use the feature
code search tool to check if the results are as expected, if
an interrupt is set at a non—expected address, it may cause
the program to crash.

Option 3 some shells will detect whether the API first

byte is modified, so it provides the function to break at



function + offset (offset value can be negative), here it
should be noted that some functions may be different in
different platform code, if the offset value is set, and the
interrupt is set at the non—instruction first address, there

will be unknown results.

(iv) Patch-hardened programs

Baymax supports patch shelled programs. If the target
module is shelled or the patch address is to be decoded, the
cracking module can not execute the patch operation
immediately after loading, and needs to wait for the code
segment to be decoded. Users can use the following programs
to set the decoding time for the target process and wait for
the decoding before executing the patch. Check "Patch data
need to be decoded by the program to judge" and set it in

the popup box below.

Patch after decoding
Patch data needs to be decoded by the program for judgment
Timing of patch execution @
Hook Option
No processing required
@ Hook API mode Select module: kernel32.dll v Export function: CreateFileW] hd
_) Set the breakpoint mode Module name: L Breakpoint address(RVA):
Dynamic address mode  Minimum value of space required to contain patch data(HEX) :
Wait time mode Wait milliseconds(DEC):
[ OK ] I Cancel

1. Use HOOK mode (recommended)

10



Choosing the right API by HOOK to determine the decoding
time, so as to crack the shell program is an art, this is
the accumulation of experience, novices need to explore more
practice to master. Here we can share a HOOK method: after
the shell decodes the data and executes it to the patch
address, the APIs that have been executed during this time
can be used as alternatives (the fewer the number of times
the APIs are executed, the better).

The program patch shelling program is through the HOOK
target function, the process each time the function is called
will try to execute a patch program, until a certain call
has been decoded to complete and execute the patch. So the
fewer the number of times the selected function is called,
the better, the fewer the number of times it is called, the
smaller the performance loss of the process.

How to choose the right API? The following options are
available for reference:

1. Shell commonly used API (heap space application and
release, memory attribute modification), the API called at
the entrance of the module, the API in the module import
table, behavioral operations related API (such as window

creation and destruction), debugging information output and

11



other APIs, a few more tries will always find the right one.

2. Pinpoint the APIs called near the OEP after the
program is decoded by debugging, or backtrack up from the
patch address and try the APIs the program has called.

If the chosen API causes the program to fail to start or
not to patch after starting, please replace it with another
API for testing. After finding an available API, we then pick
an API with as few calls as possible, which reduces the
performance loss of process startup. How to determine how
many calls? You can determine the number of interrupts set
in the debugger, but also through the Baymax debugging patch
log statistics output HOOK function execution.

With this scheme, the patch entries will not be patched
when the PYG Crack module is loaded, but the process will
determine whether to decode and try to patch once every time
it executes to the selected API until all the corresponding
patch entries are successfully set or patched, and then it
will not continue to patch when it executes to the selected
API again.

If you need to add a system DLL to the "Select Module"
list, you can add the system module yourself in the Baymax

ini configuration item [HOOKDLL].

12



2. Setting the interrupt mode

If the target process does not detect hardware
breakpoints, such as unencapsulated or compressed shells, we
can set the interrupt mode by selecting the module and
entering the offset address RVA (memory address — module base
address).

With this scheme, the patch entry is not patched when
the PYG module is loaded, but rather the patch operation is
started when the process executes to the address triggering
a hardware breakpoint.

3. Setting the delay mode

Programs from startup to run to the patch address must
be a time interval, sometimes we do not want to care about
the decoding process of the program shell, you can set a
waiting time before the patch. This program is a lazy method,
may be different system environments will cause unknown
results, not universal.

With this scheme, the patch entry will not be patched
when the PYG module is loaded, the cracking module will
create a waiting thread when it is loaded, and the new thread
will perform the patch operation when the user—-set waiting

time is met.

13



Note: The number of milliseconds entered is in decimal
(the only place in the software setup screen where decimal

is entered, 1 second = 1000 milliseconds).

lll. Search for replacement patches

(i) Offset patches

Patch address
@ Virtual Addr(VA): 0000000140280 160 Module Address: 0000000 13FBD0000 Compare file
_ Feature code search: (Please fill in the feature code data in the raw data, support 77
") Export function: ChinaPYG v | Feature code search
Patch data

41524989E24152
Raw data:

41534989E24153
Patch data:
Note:

[ Delete J | Ed ] [ Add

Adds an offset patch entry:

First enter the patch address: either enter the memory
address and module base address in Option 1, or select the
export function in Option 3.

Then enter the original data and patch data corresponding
to the patch address (wildcards are not supported for offset
patches) and click the "Add" button to complete the operation.

If there is a lot of patch data, you can use the "Compare
Files" function to compare the original file and the modified

file to add the patch data at one time.

14



(i) Feature code replacement patches

- p e e e g e
. 48: 8365 18 00 and gword ptr ss:firbp+12Q,0
@ | 00007 FF7A4167 40E 48:BE 3I2AZDF2D992B0000 |mov rbx,2?E992DDFAZZ2
» || DDDOFFFTA4167 418 48: 8B05 D1163FD0 #=— |mowv rax,qword ptr ds:[FFF7A45584F0]
» || DDDOFFFTA4167 41F 458:3BC3 cmp rax,rbx
-# || DODOTFFTA4167422 ~ 75 &F jne binaryninja.7FF7A4167 493 mm—
e | DODO7FFF7A41GT 424 48:804D 18 lea rcx,qword ptr ss:[rbp+13]
o | DODOTFFF7A41G6T 425 FF15 FZDBOL00D s call gword ptr ds:[<&GetsSystemTimeAasFil
o | DODO7FF7A4LGT 42E 48: 86845 18 mov rax,qword ptr ss:[rbp+128]
& | D0007FF7A4L1GT 432 48:8945 10 mov qword ptr ss:frbp+10J,rax
. 36 FF15 ECDEOL100 call gword ptr ds:[<&GetCurrentThreadId

Adds a feature code search patch entry:

In order for patches to support subsequent releases, we
often extract feature codes from the patch address to make a
pass—through patch. We use the "feature code search" (or
baymax plug—in for x64dbg) tool to retrieve our extracted
data to make sure the results are as expected.

Feature code extraction requires avoiding relative
offset addresses in instructions, as the relative offset
addresses may change in subsequent versions. For example,
the instructions in the box above have two assembly codes
that contain relative offset addresses (standardized by the

red arrows).

48:BB 22AZDFZDO992E0000 |moV roDx,2BE292DDFAZZ2

48: 8805 |D1163F00 mov rax,qword ptr dsi[FFFFA4558AF0]

48: 8B05 |CALG3FOO mov rax,qword ptr ds:[7FFFA4558AF0]

4D 18FF sbb risb,risb

15 FZDBOLOO0™, adc eax,1DEF2

48: 8B45 18 JFEE{I‘{E$ mov rax,qword ptr ss:|[@rbp+15]

48: 8945 10 mov gword ptr ss:|frbp+10f,rax

FF15 call gword ptr ds:[<&GetCurrentThreadId
BBCO MoV 2ax,eax

As shown above, since the relative offsets 1in the
directive are highly likely to change in subsequent versions,
we use the 99 wildcard for replacement. You can compare the

extracted feature code data in the figure below.

15



Patch address
) Virtual Addr(VA): 000000014028D160  Module Address:  000000013FEDO000D

@) Feature code search: (Please fill in the feature code data in the raw data, support '77)

*) Export function: ChinaPYG + | Feature code search

Patch data

EB 722772 77990E9 2?2272 278B0D 2?2 2?2 ?F6C1037431
Raw data:

E8 7?22?72 7790E97??7?72278B0D ?? 7?7?72 ??F6C103 7400
Patch data:

Note:

Select Option 2 Feature Code Search, enter the original
data and patch data, and then click the "Add" button to
complete the operation. The 1input field supports the
inclusion of carriage return spaces in the feature code data,
but the length of valid data must be the same.

It is recommended to use baymax plug—in for x64dbg to get

the feature code data:

00000000774E2F20 ~LE9 19eFrDFE jm.p ntd11.774C1E3E

00000000774E2F25 880D 057A0D00 mov ecx,dword ptr ds:[775BA930]
00000000774E2F2B F6Cl 03 test cl1,3

000000007 74E2F2E v 74 31 je ntdll./74E2F61

d , Signature search ﬁ
a

[V

d | Module list: ntdll.dll | ModuleBase:000077480000 SizeOflmage:1A9000 -
(i

d EQ?? 7?77 ??78B0OD ????????F6 C103 7431 o~
d | Signature:

( -
[V

E || search String -

E Ordinal Virtual Address Relative Virtual ... File Offset Addr... Section Name  Characterist..,
d 1 0000774E224D 0006224D 0006164D " text" ER---

[V 2 0000774E2F20 00062F20 00062320 " text” ER---

E 3 00007751B6B8 0009B6B8 0D0OAABS " text" ER-—

[V

a

[V

[

(i

a

d| | «| i | »
[V

1| Found 3 in total(<16ms) List of Modules - D Search all items in the list

16



IV. Exception handling patches

(i) Setting the interrupt address

We use the debugger to analyze the program, first set a
breakpoint on the module, run the interrupt before debugging
and analyzing, the design of the abnormal interrupt patch
idea is also the same, the first to set the interrupt address,
the interrupt before the patch operation.

Each interrupt address can be set to interrupt once or
every time, each interrupt address supports setting multiple
patch entries, and each patch entry supports setting

different conditional breakpoints.

(ii) Types of interruptions

There are currently 3 types of interrupts: intelligent

breakpoints, INT3 breakpoints, and hardware breakpoints.

. Y N = ligence Breakpoint] Conditional breakpoints| | Delete ][ Edit ][ Add ]

Software Breakpoint(int3)

Offset Addr(RVA) Raw data |> Note
Hardware Breakpoint

1. Hardware breakpoints: Hardware breakpoints have
thread correlation, each thread can set 4 hardware
breakpoints at the same time, by default, they will be set
on the thread where the cracking module is loaded (usually

the main thread), and if the HOOK API is used, they will be

17



set to the corresponding thread where the API is executed.
Currently there is no function to set hardware breakpoints
on all threads.

Setting a hardware breakpoint only modifies the DrX
register in the thread context, it does not modify the
process memory bytes and does not trigger the process memory
checksum.

2. Intelligent breakpoints: Since each thread can only
set up to 4 hardware breakpoints at the same time, when the
user sets up more than 4 hardware breakpoints at the same
time, the setup will fail. At this time, the user can choose
intelligent breakpoints, intelligent breakpoints are
essentially equal to hardware breakpoints, each time a
hardware breakpoint is triggered, at the end of the execution
if there is a free DrX, it will detect whether there are
still unset breakpoints in the queue and set them up in order,
the order of the queue and the user to add the order of the
interface is consistent with the order of the interface, if
the settings are reasonable, it can be indirectly set to use
more than one hardware breakpoints.

3. INT3 breakpoints: INT3 is different from the hardware

breakpoints, without thread relevance, set up after the

18



process of all threads executed to the address will trigger
an interrupt. If the set hardware settings are invalid, may
be because the thread is not set on the breakpoint, can be
modified to INT3 breakpoints for testing.

Using an INT3 breakpoint will modify the memory pointed
to by the patch address to 0xCC, which will revert to the
original instruction at the end of execution. INT3 breakpoint
mode is not made multi—thread compatible, and unpredictable
results may occur if multiple threads execute to the patch

address at the same time.

(iif) Conditional breakpoints

1. Determine how many interruptions

Conditional Breakpoints ﬁ

Frequency: Once

Condition settings

Do not use conditional breakpoints.
@ The number of times execution breakpoints: =
") Breakpoints type:  Jeiicd v Register: v Offset:
Data type: + Condition: -

Value:

[ ] [

Conditional breakpoints can set the patch address to
execute the patch program after the first few interrupts.

2. Judging register values

19



Conditional Breakpoints

Frequency: Once
Condition settings
(") Do not use conditional breakpoints,

(C) The number of times execution breakpoints: 1

v

@ Breakpoints type:  oeiod ~ Register: RAX v Offset:
Data type: QWORD v Condition: |
. T
Value: unequal(! =)
greater than(>)
Greater than or equal to(>=) D
less than(<)

Less than or equal to(<=)

signed greater than(>)

signed greater than or equal to(>=)
signed less than(<)

signed less than or equal to(<=)

Conditional breakpoints allow you to compare the values

of registers after an interrupt as a basis for whether or

not to execute a patch.

3. Determine the value of the memory pointed to by the

registers
Conditional Breakpoints E
Frequency: Once
Condition settings
(") Do not use conditional breakpoints.
(*) The number of times execution breakpoints: 12
@ Breakpoints type:  Memory to which the register points v Register: RSP v Offset: [RSP+8]+20
Data type: JQWORD E Condition: -
BYTE
Value: WORD
DWORD
HEX value
ASCII string [ Cancel |[_ox |
Delphi string
Unicode string
ASCII length
Delphi length

Unicode length

Conditional breakpoints can be used as a basis for
whether or not to execute a patch by obtaining the memory

data pointed to by a register.

4. Locating memory addresses by register offsets

20



@ Breakpoints type:  Memory to which the register points + Register: RSP = Offset: [RSP+20]+10 tJ

Data type: Unicode string + Condition: equal(==) -
Value: Default
Target address (Offset data is in hexadecimal format) ﬁ
Addressing register: RSP

The memory to which the register points: [RSP+20] +10!

Example: [ESP+24]+3C. When the addressing register is EXX/RXX, it refers to the stored address

Conditional breakpoints and subsequent patch settings
require knowledge of how to set the "memory pointed to by
registers", which is explained here.

The register + offset is used to locate the memory
address of the data, and the entry in the "Patch Memory
Address" field must point to the memory address of the data
to be patched, not the memory data. If the memory data
cannot be located by the register + offset corresponding to
the interrupt address, the value cannot be fetched or
assigned using this program.

At the interrupt address, we first select a register,
the interface default display offset value is 0x0 (all data
entered here are in hexadecimal). As shown in the above
figure, the default data in the input field is: RAX+O,
which represents taking the value of register RAX+ offset

to 0 as the memory address.
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4B: 83EC 78 sub rsp,78

FF15 &2D30100 €3l qword ptr ds:[<&Getrc
48: 8BCS MoV rcx,rax
4B8:8D5424 40 lea rdx,qword ptr ss:[rsp
FF15 FCO40200 €all gword ptr ds:[<&Comm
48:894424 50 mov gword ptr ss:[@rsp+s0l
48: 8BFS8 mov rdi,rax
48: 85C0 test rax,rax

~ 75 OC jne binaryninja.7FF77BACT
48:83C8 FF or rax,FFFFFFFFFFFFFFFF
4B:B3C4 78 add rsp,78

>

W

RAX  00000ZOIDE7EZFEE L™\ "D:\\Program Fil
REX  000000000000000A
RCX  00000ZOIDETG2ZF6SE L™ "D:\\Program Fil

BRX 0000000000000000
EP 00

RE 00000000000
RSP 00000081507 8FBBO
R Tooooooooooog

RDI 0000000000000000

BHA (264 fastoall)

rdx=i
gword ptr [rsp+40]=[000000815078F8F0]=00000201DE76DBZ0

.text:D0007FF778AC76E1 binaryninja.exe: $E76B1 #EGABL

1: rcx DODDOZOIDETGZFEE L"\"D:\\Program Files\}

ieaiug PITFEE n

WUMFE L guprre LR

3 UUmtre dlrmrs @ som e R

00000000000000008
00007FF8DAG0ILCEY iE

UNICODE

bl

00| 00 00 00
OOTOOUE IS0 BEoCD| 68 00 00 00
00000081507 8F8DO z
00000081507 8FSE0| 00 00 00 00

00 00 00 00
00 00 00 0D

101 02 00 00
00 _00 00 00

==
C8 21 60 DAIFS TF QO
22 00 00 00|00 00 0O
E8 2F 7& DEILO] 02 00

In the above

000000815078F8B0, how can we locate the address of the string

figure, RIP:

A

0000000000000068
0000000000000022

10E763066
00000201DE7 62FES| T D™ =5

0000000000000000

ucrthase.nm

00007FF778ACT6B1,

L "winstaO" in the figure by registers?

VUMTE D WWRTF . A3 WA

TE4 ghAEs @ lm e REES T

0000000000000000 |
00007FF8DA6091CS |EEE] ucrt

| T

UNICODE

poctiis

000000815078F8B0( 00 00 00 00
Q000008107 EFSCO] &3

A
DOO000E 07 8BFSED

00 00 00 00|C8 91 60 DAIFE FF 00 O0f........

22 00 0O 00|00 60 o0 00| h..."...

We observe that the memory address at offset 0x20 of RSP
is 000000815078F8D0 (RSP+0x20), which points to the memory

data QWORD value of 00000201DE763066, which is exactly the

D1 oe—se—a0lcs 2F 7o DEIOL 02 00 OO|ERN....
UL U0 U0 U ES °C

0000000000000068
D0000000000000

00000Z201DE7 63066
TUUUUZUIDES & 5

0000000000000000
ANANTEERNAENANRN

L"winstao'
L D \\ProY

neethaza o

address of the string. So we first set the RSP offset to 20,

that is, RSP + 20, and then take its value can be, that is,

enter [RSP + 20].

WUmrE L L2 d A S

UriF e WWmEs Bl eI BEEE

0000000000000000

pichin ey

ASCIT

00007FFBDAG6091CS |EEE] ucripase. 0000
) | 00000D00DDD000EE

Iqﬂﬂﬂmm SARINE RO
QOO020IDEFE207 ¢ J44T00 6500

O00D0Z01DE763086) 00 00 AB AB
00000201DE763096| AB AB EE FE

6E 00 73 00
66 00 &1 00
AB AB AB AB
EE FE EE FE

74 00 61 00
75 00 &C 0O
AB AB AB AB
EE FE 00 0D

30 00 5C 00
74 00 00 00
AB AB AB AB|

00 00 00 00| cxibipibib.. ..

0000000000000022
D0000201DE7 63066 | L"Winstao\\pefault”
3 | 00DD0D201DE762FES (L"D:\4Program Files
0000000000000000
5 | 0DDD7FFEDAGDADED | ucrtbase. 00007 FFEDA

So how to locate the address of the string L "Default"?

First locate the address of the string and then add an offset

of 0x10, i.e. enter [RSP+20]+10.

Baymax supports multi-level offset addressing,

makes addressing the internal members of a class object via

its address much more flexible and convenient.
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(iv) Storage of data

When an interrupt 1is triggered, the register value
corresponding to the interrupt address or the memory data

pointed to by the register can be stored.

Patch data

Patch type: Stores the addressin the : v Flag register: Register: Offset:

Storage value: Save register v Value type: SIUEETE) I:I Register: RAX v Offset:
BYTE

Operator no particdpation Name of WORD a is stored
DWORD
ID_SAVENAME_DATA1 :
Storage label:

Select the type of stored value and the corresponding
register, and enter the unique name (global variable name)
we named for the stored data in the "Storage Label" field,
so that we can refer to it when we use it later. Note that
the type of data stored must be the same as the type of data

referenced later.

Patch data
Patch type: Stores the address in the i + Flag register: Register: Offset:

Storage value: Save memory to which the ~ Value type: TEaily [ :I Register: RAX w Offset:  RAX+0
BYTE
Operator no participation Name of WORD
DWORD
ID_SAVENAME _ HEX value
ASCII string
Delphi string

Unicode strin:

3 is stored

Storage label:

Nate:

It is also possible to store the data pointed to the
memory by register + offset, and more types of data can be
stored. When the value type is "HEX NUMBER", the data in the
"Storage Mark" column is "ID SAVENAME ,0", ID SAVENAME is

the name of the stored data, and the length of the HEX data
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after the comma is the length of the HEX data. ID SAVENAME
is the name of the stored data, and the length of the HEX

data is after the comma.

Patch data

Operator  Save memory to which the register points
Saves the memory address in the assembly i
ID_SAVENAME_DATA3

Patch type: Stores the addressin the : + Flag register: Register: Offset:
Storage value: l:] Value type: + Register: Offset:
Save register
k patch data is stored

Storage label:

Storing the current data also supports extracting the
value in the form [XXXX] from the assembly instruction at
the interrupt address, 1i.e., the address of the global
variable in the storage instruction.
77T38E9FB | 890D 74E73F77 | mov dword ptr ds: [773FE774], ecx

For example, if the interrupt address is 7738E9FB, select
"Save memory address in instruction" for the storage value,
set the storage marker, and store the DWORD value 773FE774
after the interrupt.

After saving this address, we can use this memory tag in
the patch type "Modify Memory Pointing to Number" and modify
the memory data pointed to by this memory tag to modify the

value of the global variable in the instruction.

(v) Modifying registers

When an interrupt 1is triggered, the register value
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corresponding to the interrupt address can be modified.

Patch data
Patch type: Modify register v Flag register: Register: RAX + Offset:
[0 1 AVE TR s tom immediate numbe) u Value type: QWORD + Register: Offset:
- Custom immediate number
|_|Operator  Current register patch data is stored
Memory to which the register points
Use stored data
Patch data:

Patch data can be customized data, just enter it in the
Patch Data field, note that the value must not exceed the
selected value type; you can also select other registers,
for example, the registers point to the true and false code
respectively during interrupt, you can replace the value of
the register storing the false code with the value of the
register storing the true code; or you can replace it with

the data in the register pointing to the memory.

Patch data
Patch type: Modify register v Flag register: Register: RAX + Offset:
Modified value: Use stored data v Value type: SJJ[8G] ~ Register: Offset:
Operator no particpation Name of the variable where patch data is stored
ID_SAVENAME_
Storage label:

It is also possible to use data that we have stored
before, using stored data must ensure that the value types
are consistent. Enter the name of the data we have stored in

the Storage label field.

(vi) Modify the flag register

When an interrupt is triggered, the flag register
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corresponding to the interrupt address can be modified.

Patch data
Patch type: Modify flag register ~ Flagregister: Fg Register: Offset:
Modified value: Value type: BF Register: Offset:
AF
Operator | no particpation ["|Name of the OF e patch data is stored
SF
: o
Register value: -

Modify the instruction jump, you can modify the flag
register to change the execution process, the same interrupt
address can be added to more than one patch entry to realize
the modification of more than one flag register, fill in the

"register value" to modify the value of 0 or 1.
(vii) Modifying the memory pointed to by registers

When an interrupt is triggered, the memory value pointed

to by the interrupt address register can be modified.

Patch data

Patch type: Modify the memory to whic + Flag register: Register: ESP  Offset: ESP+0
Modified value: Custom immediate number « Value type: l:l Register: Offset:
- ) BYTE
Operator no participation Name of WORD is stored
DWORD
HEX value
ASCII string

Patch data: DelH ‘smni
Unicode string

Modifying values supports customizing the number of
immediately (e.g. replacing the public key of RSA or decoded
data), using the current register value, using the memory
pointed to by the register (e.g. two registers pointing to
memory data as a comparative value, which can be replaced

before comparing them), and also using stored data.
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The method of locating memory via registers was explained

in detail in the "Conditional Breakpoints" section above,

based on the principle that the input data must be the address

of the memory data.

For example,

if we see a string in a

register, its address is equal to the register value:
BO4BF7DC BE 4D5ADB00 |mov eax, SAN A |ZT=5E (FPU) <
BO4BF7E1 66:3905 6088 cmp word Ptl" EAX A88BRSA4D
BO4BF7EB 75 38 jI'IZ short 0@ ECX @fpopasi
BB4BF7ER A1 3CHBLO0A (mov eax, dwot EDX O®19FFO8 ASCII "Ls "
BO4BF7EF 81B8 0000408 cnp dword ptr | Fpx BE253088
OOXBF 779 7527 i1 short 08! | Esp g@19FEF8|ASCII “Baymax Patch tooOLs “|
BO4BFFFB| . B? BBO106000 |mow w v | EBP BB19FF78
ds :[ 004 0003C | -006000F S ESI 800800808
eax=00805A4D EDI FFFFFFFE
EIP BOLBF7EA BestCryp.BB4BF7ER

BO19FEFB | 42 61 79 6D 61 78 28 58 61 74 63 6B
B019FFB8 | 4C 73 28 88|5C 28 93 68(3C 28 93 60

28 74 6F 4F | Baymax Patch tol
DB 27 93 80|Ls \N(?C(?77

) 9819FEF8
B819FEFC

Patch memory address input: ESP or ESP+0 are available.

Patch data
Patch type:

Modified value: Cy

Modify the memory to whic v Flag register:

" i

.

Register: ESP w Offset: ESP+0

Target address (Offset data is in hexadecimal format)

Operator ng

Addressing register: ESP

Pach data: The memory to which the register points: =0

Note: Example: [ESP+24]+3C. When the addressing register is EXX/RXX, it refers to the stored address

The address of the string seen in the stack will need to

be obtained by first locating the string line by ESP/RSP plus

offset, and then fetching the data at that address.
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EnX B@800080
v | ECX B0Bpaas1
EDX B819FFas8
EBX @82FnoBg

ESP B819FEF S <

EBP BB19FF70
BFABBBCA

$+4 BB4BF938 BEStEryp.<4+f£)\[]§§>

$+8 BB4BF938 | BestCryp <R A &>

$+0 , BB3FAOGA

$+10 GLETTT T

$+14 BO7 42850

$+18 8074283C |UNICODE “WinSta@\Default™

$+1C 00742700 UNICUDE "D:\Program F1les (x86)\Jet:
$+20 ee190000

In the above figure, ESP+18=0019FF10, the memory data
pointed to by this address is 0074283C, which is the address

of the string "WinStaO...".

Patch data
Patch type:  Modify the memory to whic v Flag register: Register: ESP v Offset:  [ESP+18]

L P i . £c.

Modified value: Custp—=
Target address (Offset data is in hexadecimal format)

Operator no ol

Addressing register: ESP
Patch data: The memory to which the register points: [ESP+18)
Note: Example: [ESP+24]+3C. When the addressing register is EXX/RXX, it refers to the stored address

At this point, the patch memory address should be entered
as : [ESP+18].

The input format supports multilevel addressing in the
format: [[EXX+X]J+Y]+Z, where EXX is a register, XYZ is an
offset value, and [] stands for fetching the data pointed to
by that memory, which takes the value of DWORD for 32-bit
processes and QWORD for 64-bit processes.

Small summary: take the address of the register pointing

to the string: EXX+0/RXX+0. Take the address of the string
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in the stack: [ESP+N]/[RSP+N].

(viii) Modification of EIP/RIP

The EIP/RIP values can be modified when an interrupt is

triggered.
Patch data
Patch type: Modify EIP/RIP v Flag register: Register: Offset:
Modified value: Value type: Register: Offset:
Operator | no particpation Name of the variable where patch data is stored
NOP -
RIP offset: [ )
Modify EIP/RIP description - t
Note: When the EIP/RIP offset value is filled with NOP(or 0), the patch module will automatically get the  »

assembly instruction length of the breakpoint address and add EIP/RIP to achieve the effect of L
skipping this assembly instruction. E—
Frequency: When offset value is not NOP(or 0), the EIP/RIP offset value is calculated as the target address L

minus the current address(Please enter a hexadecimal value).

Offset Addr

00000000 e

["IMo longer displayed [E

The default offset value is NOP, in fact, it is not to
modify the instruction to NOP, but the patch module will
automatically get the length of the assembly instruction at
the interrupt address and increase the EIP/RIP to realize
the effect of skipping the instruction. You can also
customize the offset value. When the offset value is not NOP
(or 0), the EIP/RIP offset value is calculated by subtracting
the current patch address from the target address (please
input the hexadecimal value), and it supports positive and

negative numbers.
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(ix) Production of memory registers

Baymax provides a popup box to display the extracted
information, which can collect a lot of information first,
and then display it all at once at the end. This feature can
also be used as a memory register.

The implementation is a two—step process. The first step
is to add data in sequential order, support reading
information from registers or memory, support adding

connecting characters, and also add stored data.

Patch data
Patch type: Memory keymaker + Flagregister: Register: Offset:

Modified value: w | Value type: v Register: + Offset: 0x0
Addmmectnr

Operator  Add register value T patch data is stored

Add memory value to which the register points
Use stored data
Pakch datas popover displays record information

The second step is to display the intercepted information,
after adding all the information to be displayed, you can
set an interrupt at any address, and then add a "pop—up
window to display the log information", which will trigger
an interrupt at the address, and then create a new thread to
splice all the data added before and display the pop—up
window in order. In addition, when executing to the address
of the popup box, the log file will record the information

of all registers at that address.
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Patch address

) Virtual Addr(VA): 000000014028D160 Module Address;  000000013FBD0000 Compare file
@ Feature code search: (Please fill in the feature code data in the raw data, support '??")
) Export function: ChinaPYG ¥ | Feature code search
Patch data

E8?222222290E9 2222 228B0D 2?2 22 ? ?F6C1037431 -
Raw data:

E8?2722722290E9 27222222 880D ?? 22 2? 22 F6 C103 7400 "
Patch data:
Note:

Edit Add

|| ||

The Patch Description field allows you to customize the

[ Delete

popup box information and display the interface as shown

below:

-

Baymax Patch Tools

b - ol

o ERPEME
N GEDEEREh:

B = S5 O(N_MOmE ~
018#4760-MISY #6660

=R
e

WWW. CHINABY, COIN

(x) Modify the memory pointed to by the storage address

If the stored data is an address, we can set an interrupt

at any address to modify the memory pointed to by that stored

address.
Patch data
Patch type: Modify the memory to whic v Flag register: Register: R Offset: RXX+0
Modified value: Memory to which the regis v Value type: HEX value v Register: RBX w Offset: RBX+0

Operator  |no participation [T Name of the variable where patch data is stored

ID_SAVENAME_DATAS,0x1C]|
Label data:

The modified value can be a customized immediate number,
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a register for the interrupt address or memory data pointed
to by the register. The format of the input field is
"ID_SAVENAME ,0", ID SAVENAME is the name of the DWORD (32-
bit process) or QWORD (64-bit process) that we have saved
before, and after the comma, we can input the customized
data, in which the modification value is "HEX value". If you
select "HEX value" when modifying the value of "Memory
pointed to by register", please input the length of the HEX

data after the comma.

(xi) Add anti-debugging detection

Baymax supports setting anti—-debug detection for
interrupt addresses. When the debugger dynamically analyzes,
if the dwell time at the breakpoint exceeds the user's preset
value, it is assumed that the program may be being debugged

and analyzed, and the program will trigger a crash.

Patch data
Patch type: Add anti-debug detection « Flag register: Register: Offset:

Modified value: Value type: Register: Offset:

Operator no particpation Name of the variable where patch data is stored

100
Timeout detection:

The user preset value is in milliseconds, and the input
field is a decimal value with a default of 100, a minimum

value of 20 (no less than 50 milliseconds is recommended),
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and a maximum value of 2000 (2 seconds).

(xii) Modifying the return value of a function

Sometimes we need to modify the parameter or return value
of a function. Baymax does not provide a function HOOK
function, but simulates the implementation of this function
by means of an exception interrupt.

The "Modify Return Value" function can be used for all
the patch entries in the interrupt patch item. After the
patch address is interrupted, the return address of the
function is read and the interrupt is set, and after the
function returns, the interrupt is triggered again and the
patch operation is executed.

The function return process can be broken down into two
steps: first Set New EIP/RIP, then ESP/RSP + N to restore
stack balance. The same is true for simulating function
return, so the following three modes of modifying the return
value also need to pay attention to these two sets of
information: getting the function return address from the
stack and the stack balance adjustment value.

1. Function Call Conventions

We need to know a little bit about stack balancing, and
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here is a brief introduction to common function call
conventions:

1. cdecl is the default function call protocol of C/C++.
All parameters are placed on the stack in order from right
to left, and the function return is usually retn. The stack
balance is balanced by the caller, who will execute add esp,
n to balance the stack after the function return, and n is

the memory size occupied by the parameter pressure stack.

HO5CBERB|| . 8B56 28 mov edx, dword ptr [esi+28]
BO5CBEA3 || . 52 push edx EAEEM EsP-u
BO5CBEAL4|| - S8BAE 1C mov ecx, dword ptr [esi+1C]
BO5CBEA7|] . 51 push ecx E A 82 EsP-8

[THEIEE] | - E8 DBD3FFFF | call 885C9288
OOSCEBEAD|| .  83ch 68 add esp, & ESP+8 {RiFF% T

The function implementation is shown in the following
figure. retn represents a function with no arguments or using

the cdecl calling protocol.

BOSC9288 (3 55 push ebp

Be5Cc9289(] . 8BEC mov ebp, esp

BO5C928B(] . 8Bu4S 88 mov eax, dword ptr [ebp+8] FEEm
BO5C928E(] . 8B5S 6C mou edx, dword ptr [ebp+C]

oasco291 (| - A3 2B4AGGAA |mou duword ptr [664A28], eax |retn NIiRBICSEGEE
BA5C9296|] . 8915 Z2ChHAG66 0] mov dword ptr [664A2C], edx

posco29c|| . 5D pop ebp 5 _cdecliFIFIEL.
aasce29p L. C3 retn

2. stdcall is the default function call protocol of
Windows API. All parameters are placed on the stack from
right to left, and the stack is balanced by the function
itself. The function returns to retn n, so the caller does

not need to pay attention to the stack balance.
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gese1e17| . C1E@ 02 shl eax, 2 ESP BE19FF6C

0O4B101A| . A3 63675E00 |mov dword ptr [SE6763], eax EBP BB19FFS8

o046101F| . 52 push  edsx ESI 00401000 B3 .<iit

a8401628| . 6A 68 push [1. [pMndule = HNULL EDI 084616088 ﬁi%§<§£

. E8 6B4G1E00 |call  <jmp.&HERMEL32.GetHoduleH:LlGetHoduleHandlen

89431627 . B8BDA moy edx, eax stdcall 7S¢, EIERIETI SFeFiE EIP 80401622 [F3 % 570040

00461020 . E8 A2FD1BO6 (gall 66506006 ole 8 Es eee aziy acreFerE

PrmreTs = - "

BO5E5092=<jnp . GRERNEL32 . GetHoduleHand1eA> P1 €S 8023 32y B(FFFFFF
A @ SS BB2B 32{7 B(FFFFFF
21 DS B682B 32{i] B(FFFFFF

OO5E6000( 60 20 B8 BA 4E B0 00 20 24 21 51 68 60 00 C& 67). IE.. $n...7
BO5E608168(5C 68 88 20 D4 87 S5C 80 60 1C 68 18|50 08 686 20|%\.. ?\..HhE]..
BO5E6028( 74 OE 5C 00 00 20 AG OF S5C 60 00 08| 94 20 5C 60| tE\.. ?%...7%.

LpHodule = MULL

BRTw.oEmAOS>

JE[1]F]] KERHEL32.76B76359

~ Elkdg]d 00000000
BO19FF70| 00481008
GO19FF74| 76B76359

When the system function GetModuleHandleA is called, the

parameters are pressed onto the stack and the top of the

stack is 0019FF6C when the CALL instruction is executed.

7628B31A 23DE and ebx, esi

7628B31C 8D45 F4 lea eax, dword ptr [ebp-C]

7628B31F 58 push eax

7628B328 FF15 L4O882C76 |call dword ptr [<&ntdl1l.RtlFreqntdll.RtlFreelnicodeString
f6208B326 8BC3 nov eax, ebx

7628B328 5B pop ebx

76288329 SE pop esi

7628B32A co leave

7620B32B| C2 0400 retn 4 stdcalliBzh, FETM SoEEtE

The system function is responsible for stack balancing,

and this function performs retn 4 return.

vvvvvvvv - e e —a g e EBA VDBIBYOU0

00401017 . A3 63675E00 |mou dword ptr [SE6763]. eax ESP BB19FE78

goue10iF| . 52 push edx EBP BB19FF88

00401020) . 6A 00 push ] [pModule = NULL ESI BBLB1088 R RE57.<iEH)
. E8 6B4O1EGO |EETH <jmp.&KERNEL32 .GetHoduleH: LEetHoduleHandlen ) EDI BB4B1888 §;§%§;§§_<1§ i
. 8BDO noy edx, eax stdeall #H30, HEHHITHETFE

00401029| . E8 A2FD1BO0 |Eall 005CO0DO EIP 80481027 [RFL57.004010

0040102E . SR pop edx v|C 8 ES 882B 32{; B{FFFFFFFF

ao | S aarcanay

P 1 CS 0823 32{; B(FFFFFFFF
n 8 SS 0628 32{; B(FFFFFFFF
21 DS BB2B 32{;; B(FFFFFFFF
=7 e D,\>

| KERMEL32.76B76359

©ax=00400800 (j5
edx=08401088 (FE<

-aBuBaAAAY , ASCII "HzZP"

SERAOS)

@OS5EGA068| B8 28 B8 BA 4F B8 88 28 24 21 51 60 68 88 C8 87 . lﬁ.. ST IPY 6619FF7 8

@O5E6H18|5C B8 88 28 D4 @7 5C 6@ 688 1C 68 18/ 5D 868 68 28|%\.. ?%..EhE].. BB19FF74

BOS5E6H28 |74 BE S5C B 68 28 A8 BF 5C B8 86 88|94 28 5C BB EEN.. ?%\...7%. G819FF78

@O5E6H368| 8@ B8 28 23 5C A8 88 85 CC 49 5C 60 68 8% BC 37 ..(u\..%ﬁ\.. -7 B819FF7C| 76B76348| KERNEL32.BaseThreadInitThunk
o P .

a848108008

76B76359 E%i

ae3so8e8

After the function returns, the top of the stack at this
time the address is 0019FF70. because the system function is
responsible for balancing the stack, so if we return directly
to a certain address in the function, the top of the stack
also need to keep the same as the original function to return
to the same time, the adjustment of the balance of the stack
needs to be set by yourself.

3. _ fastcall is a function call protocol for x64

35



processes, where arguments are passed in right—-to—left order.
Arguments are passed through the RCX, RDX, R8, R9 registers.
If there are more than 4 arguments, the stack space for the
first 4 arguments is also reserved on the stack, and the
subsequent arguments are written to the corresponding stack
offsets.
2. Three modifications to the function return value mode
With this knowledge, let's move on to look at three setup

options for modifying the return value.

[¥] Modify return value: I Return Addr Stack Offset: Ox0  Stack adjustment: | 0x0
Save the current context and modify it when the function returns

Patch data Modify context when the function returns i
I oty S acien rekats Crechy SHier RGN Sie Chib N 0x0

1. Saves the current context and modifies it on return.

Some functions use registers to pass parameters, and we
need to modify the data received by the parameter when the
function returns, but there is no way to find the value of
the passed parameter at the function return. In this case,
you need to save the register value first, and then modify
the memory data pointed to by the parameter when the function
returns.

This requirement can also be realized by "storing data"
and "modifying the memory pointed to by the storage address",

but it is not convenient.
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With this program, the user can set the interrupt at any
address in the function where the parameter can be obtained,
and set the "return address stack offset" when the patch
address is interrupted, i.e., the offset value of the return
address of the function in the stack after the interrupt
relative to the ESP/RSP. In this case, the incoming parameter
must be a memory address, so the patch type in the patch data
field can only be selected as "Modify memory pointed to by
register". The register + offset value set during interrupt
is saved, and the memory data pointed to by the saved address

is modified after the function returns.

Modify return value: Save the current context and modif v Return Addr Stack Offset: Ox0  Stack adjustment: | 0x0 ]

Patch data

Patch type: Modify the memory to whic v Flag register: Register: RCX w Offset: RCX+0
e : Target address (Offset data is in hexadecimal format)
[[Joperator  |no participaf
|| Addressing register: RCX
Patch data: The memory to which the register points: RCXH0|

Example: [ESP+24] +3C. When the addressing register is EXX/RXX, it refers to the stored address

Note:

2. Modifying the context when a function returns

When using this scheme, you also need to set the "return
address stack offset". Instead of executing the patch data
when the patch is interrupted, we set it to get the function
return address from the stack after the interrupt and set a
breakpoint, and only after the interrupt at the return of
the function do we start reading the register context and
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executing the patch data.

3. Modifying the context after a function returns directly

Some functions we do not need to execute, just need to
ensure that the function return value can be, then you can
choose this program, in addition to the need to set the
"return address stack offset", but also need to amend the
"stack adjustment" value to ensure that the function directly
after the return of the stack balance. This operation can be
set at any instruction within the function, stack adjustment,
please refer to the top of the stack address when the function

returns normally.

| Modify return value: ~ Return Addr Stack Offset: 0x0  Stack adjustment:  0x0

Patch data
Patch type: v Flag register: Register: RCX + Offset: RCX+0

3. A better understanding of arbitrary instructions are
located in the function body

Any instruction that is in a function (basically) has a
function return. API functions are not the only ones that
can set returns; patch addresses support modifying function
returns.
4. Arbitrary stack address return before patching

Modify the return value of the function, not only in this

function to modify the return value, just before the use of
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modification can be, so the stack of some function return
address can be utilized, the patch tool does not care about
the function when to return, only care about the return

address obtained from the stack.

(xiii) Arithmetic operations on data

In some cases, we need to operate on the data, when the
modified value is "Custom Immediate Number", you can check
the "Data Operation" option, and the content entered in the
Patch Data field will be the second value involved in the
operation. If you select "Inverse operation (NOT)", the input

data will be ignored.

Patch data
Patch type: Modify register w» Flag register: Register: v Offset:
Modified value: Custom immediate number « Value type: ~ Register: Offset:
7|Operator  TFEUeE u | Name of the variable where patch data is stored
Patch data:
NOT =
Note: SHL (Logical Left Shift)
: ROL(Loop Left Shift)
SHR (Logical Right Shift)
§ ROR(Loop Right Shift) " 3 )
Frequency: ':S AR(Shift Arithmetic Right) e Breakpoint  « iCondltlonaI bredcpomts] [ Delete } [ Edit ] l Add ]
ADD
Offset Addr(R) ZUB Patch data Note
UL
00000000 DIV ZF:[v:2,R:0,B:0,T:0]:0
MOD

(xiv) Reading patch information from INI files

When "Patch data from text" is checked, the cracking

module can read user—defined data through the configuration

39



file to complete the patch operation.

Patch data
Patch type: Modify the memory to whic » Flag register: Register: RSP v Offset: [RSP+10] H

Modified value: Custom immediate number - Value type: Unicode ¢ » Register: Offset:

Operator | no participation /| Name of the variable where patch data is stored ID_KEYNAME_NAME

Baymax
Patch data:

If the patch entry has "Patch data from text" checked,
the patch program will not only release the hijacking and
cracking module in the target folder, but also release the
Baymax. ini or Baymax64.ini file (the format is shown in the
figure below), and the patch module will read the data
corresponding to the mark when the data corresponding to the
mark item is not empty. corresponding data and replace the
original patch data for patching. For example, if this option
is checked in the patch item of software about information,
users can customize the content to be displayed.

Note: The patch data filled in by the user must be
consistent with the value type in the patch entry, for
example, if the value type of the patch entry is HEX value,
the data entered by the user will be parsed and patched

according to the HEX data.
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| Baymaxs4.Ini - iT=%E
MHF) HRE(E) fEIL0) EEN) EEH)

[BAYMAX64]
ID_ KEYNAME_USER= HHHEAAT, PY664. DLL
ID_ KEYNAME_KEY= I BRI HE A 1 T 2R .

ID_KEYNAME_USERNAME=

V. Generating Patches and Saving Patch Projects

(i) Description of menu items

A number of additional functions are available in the

Baymax menu settings:

. Baymax Patch toOls 3 - X
ProjectiP) Tools(T) Options(i0) Help(H)
i Protect Hardware Breakpoints(P)
LBl ol Disable breakpoints at OEP({O) :‘
Patch Title: Patch Contains Invalid Entries(D)
Author Info: Max 5 Searches for Invalid Entries(M) :I

Custom Patch DLL Timing(T)

P[;::: e @ Software Breakpoint Interrupt Mode(C) ¥ [ﬂ:e o
Hardware Breakpoint Interrupt Mode(B) »
Mo. Patch Type Loader Mode(R) 3
Disable Patch Splash Screen(M)
Custom Patch Settings(S)
Language(L) » Deutsch
Font(F) «  English (L
Espanol E
Frangais
Polski
Tiéng Vié
Pyccimin
A
B#:E
BN
€ sEmaw
_r
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1. Protect hardware breakpoints: some shells will erase
hardware breakpoints, if you analyze the log file and
find that all DrX registers are 0, the hardware
breakpoints may be cleared, so you can check this option
at this time. Currently.

2. OEP does not set interrupt: Baymax's patch will set 0xCC
at OEP by default, some shells such as Obsidium will
detect the integrity of the code segment, at this time
you need to check the option not to set.

3. Patch with invalid entries: In order to improve startup
performance, Baymax is internally optimized so that when
an invalid entry is encountered, it is considered that
the decoding has not been completed and no subsequent
patch entries will be executed. If the patch is
compatible with old and new versions and contains
invalid entries, you need to check this option.

4. Invalid entries are searched for up to 5 times: If there
are invalid entries and HOOK is set, the patch will be
tried every time the API is executed. After this option
is checked, if other patches have been executed, the
invalid entries will be marked as ignored after 5 times,

and the entries will not be executed again.
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5. Customize Patch DLL Timing: If the patch address is
located in a DLL module, the cracking module will turn
on the function of monitoring module loading by default,
and when the module is loaded, it will determine whether
it is the target module and execute the patch function.
Some large programs load many DLL modules when they
start up. Since monitoring module loading will cause
certain performance loss and affect the startup speed,
users can check this option to cancel the monitoring of
module loading and control the timing of DLL patching by
themselves to improve the startup speed of the software.

6. Software breakpoint interrupt mode:
1> Emulates single—step mode, the interrupt mode used

by INT3 prior to x86 v2.9.5 and x64 v2.5, by
parsing and setting NEXT IP to emulate single—step
execution, where a patch entry records and
processes a single piece of patch data.

2) Simulates single-step mode II, based on mode I. The
function return address will create a new node for
processing.

3)  Mimic HOOK mode, support multi-threading. A new

INT3 interrupt mode, similar to HOOK mode, when CC
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interrupt is triggered, it jumps to the new space
to execute the assembly instruction at the original
address through the exception mechanism to realize
the multi—threading mechanism, and it is

recommended to use this program.

7. Hardware breakpoint interrupt mode:

D

2)

Default setting of the current thread (the thread
in which the patch module is loaded, usually the
main thread), the non-main thread can be HOOK
through the API called before the execution of the
patch address of the thread to realize the thread
to set the hardware breakpoints, the threads have
their own hardware breakpoint processing mechanism,
do not affect each other, it is recommended that
you use this program.

Set all threads by default (set hardware
breakpoints on all threads via HOOK) and set cyclic
hardware breakpoints on newly created threads via
the Hook API. Note: If the new thread will not
execute the 4 interrupt addresses currently set, it
will not have the opportunity to set and execute

subsequent breakpoints of the hardware list.
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8. Loader loading mode:

1) APC Main Thread Injection (Before OEP), injects the
patch module into the process via APC before it
executes to OEP.

2) Self-loading (When Running to OEP), when executing
to OEP, load the patch module directly through
ShellCode.

9. Patch startup without popup box: Baymax patch startup
default display LOGO popup box, in order to facilitate
the user to perceive the patch has been loaded properly
work, if you do not need to display, you can check this
option.

10. Custom Patch Settings

Patch Settings X

Default Hijadk Module (Inteligent Extraction): Custom Files (Manual Extraction):

-] dbahelp.di
[ dwrite.dl i Jtest.dat
- hid. dll
[ lpk dl

- mpr.dil

[ maimg32.dll
- oledlg.dl
-] shfolder.dl
- axe.dll

- [ uxtheme. dll
[ version.dl
- winmm, di

- [] winspool.drv
[ wsod32.dI

[y IO s OO pry IO s IO P |

[ Loader Launch Parameter

Delete Custom Add Custom Save
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1.

12.

Here you can configure the built—in hijacking DLLs
used by the hijacking patch. Some hijacking DLLs include
builds for multiple platforms; if selected, they will be
bundled together. When deploying the hijacking DLLs, the
tool will locate and release the DLL that best matches
the current system environment.

Some programs require startup parameters. When
generating a loader patch, you can set the loader’ s
startup parameters here; the loader will pass the
specified parameters when launching the target program.
Switch Language
Users can switch the desired language, if you want to
support other languages, send me (email or github) the
language file.

Font Settings
Users can switch the desired font and font size for a

better experience with this tool.

(ii) Creation of hijacking, injection patches

Baymax can create release and debug patches. The "Create

Patch" button in the main interface generates a release

hijacking patch, and the menu items allow you to create
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debugging and injection patches.

Hijacking patch releases the hijacking module and
cracking module to the process folder, and executes the patch
by loading the cracking module through the hijacking module.
Injecting a patch releases the cracking module to the process
folder on startup, and allows the process to realize loading
and executing the patch through the APC mechanism.

The patch created by Baymax will save the existing
language resources into the patch, and when the patch is run,
the corresponding language will be selected according to the
running system (if the corresponding language is missing,
Fnglish will be displayed), or the user can select the
language in the patch menu (the "L>>" button in the

interface).

(iii) Creating debug patches

In order to understand the implementation of the patch
and troubleshooting, Baymax supports the generation of a
debug version of the patch. The difference between the debug
version of the patch and the official version of the patch
is that the user data of the debug version of the patch is

not encrypted, and a .log file is generated to record the
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implementation of all the entries of the patch.

(iv) Hijacking and cracking modules

= % |

¢ Baymax64 Test patch

-
Custom release file u

Ordinal Module name  Type
] 5201  msimg32.dll hijack module
] 5202 version.dl hijack module
5203  winmm.dl hijack module
] 5204 uxtheme.dl  hijack module

Program: Baymaxbd exe

@] 5290 |PyGe4.di Cracker: baymax
Date: 2023-01-1418:58:
BaymaxE4 Test patch -

This program patch is only for technical study,
please delete within 24 hours after download!
If you like this program please register to purchase.

[T select all Select Release

There are two types of Baymax patch data: hijacked
modules and cracked modules. Due to different platforms, or
different system environments, the hijacker modules that can
be loaded by different processes are unknown. So Baymax's
patch release tool adopts intelligent identification method
to release hijacked modules by default. If the recognition
timeout does not find a loadable hijacker module, the patch
tool will ask whether to enable the injection mode to start
the process and run the patch program.

Not find loadable hijacking module there are two cases:
may be the hijacking module within the patch can not be

automatically loaded, at this time you can make other
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loadable hijacking module, or in other load module to
increase the export function of the crack module to load, or
to generate the injection of patches; may also be the
software is not directly loaded at startup, some large—scale
programs in the startup process may load the hijacking module,
we recommend that you manually release all the hijacking
module, run the program by process explorer and other tools
to see if the process is loaded, or by determining whether
the program starts to show Baymax specific LOGO module. At
this time, it is recommended to manually release all the
hijacked modules, run the program through process explorer
and other tools to see if the process is loaded with the
hijacked module, or by determining whether the program
startup is to display Baymax's unique logo pop—up box to

determine whether the crack module is normally loaded.

(v) Saving and opening patch projects

Baymax can save patch project as *.bpt project file,
support open bpt file to create patch. If you do not
understand the bpt data format, please do not edit it
manually. In addition, the bpt file contains version

information, so when a new version of a feature is included,
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it may fail to create a patch in a lower version of Baymax.
Newer versions support backward compatibility and the latest

version is recommended.

V1. Plug-in Introduction

(i) PE file binary comparison

PE File Comparison ﬂ
Original File: C:\Users\Nisy\Desktop\Baymax64. exe B
Modify File: C:\Users\Nisy\Desktop \Baymaxe4-fix.exe @
Reset Base address(HEX) : 10000000

Relative Virtu,,,  Virtual Address  File Offset Ad... Raw Data Modify Data Section Info
00000343 000010000343 00000343 65 45 0|PE Header
00001168 000010001168 00000568 oc 7C 1|
00001358 000010001358 00000758 A6 342561 56 54 2762 1]
00888086 00001088B086  0022C286 EF 4E 7D 34 4F 6D 10].boot
0098B265 000010986265 0032C465 17 27 10].boot
00A413C8 000010A413C8 0QO3E25C8 93 1B00C8 2369BC 78 10].boot
00A45419 000010A45419 003E6619 47 57 10].boot
4| ULl +
There are 7 differences found, a total of 15 Compare File

e =

Support PE file binary comparison, the files involved in
the comparison should be of the same size. If this function
is called out by the "Compare Files" button in the offset
patch interface, you can click "Add Checked" to add the

checked patch data at once.
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(ii) Feature code search tools

% Feature Code Search

Target file: C:\Users\Nisy\Desktop\Baymax64.exe B
0E??770?776 -
Feature code:
[ search String
["|Reset Base address(HEX):
No. Virtual Address Relative Virtual ... File Offset Addr... Sectioninforma... Flags *
1 00014008AD36 0008AD36 00040936 5| 400001
2 00014080DB20 0080DB20 0D1AED20 10].boot 600001 =
3 00014081EC16 0081EC16 D01BFE16 10].boot 600001
4 000140876D5D 00876D5D 00217F3D 10].boot 600001
5 0001408E3AE6 00BE3AES 00284CE6 10].boot 600001
6 0001408EC2BE D0BEC2BE 0028D4BE 10).boot 60000
7 000140945C05 00945C05 D02EBEDS 10].boot 600001
8 0001409642C3 008642C8 003054CS9 101.boot 500000 T
< | m | »
Found 13in total View the Baymax Plugln for x64Dbg

- =

Feature code search tool. Currently, it only supports
searching PE files, resetting the base address, and listing

the VA, RVA, and FOA corresponding to the feature code.
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(iif) Address format conversion tools

s

Address Format Conversion g
Target file: C:\Users'\Nisy\Desktop\Baymax64.exe @
Segment Information
PE:64-bit FileSize: 003E6800 SizeOflmage: 00A46000
Sectionin...  Virtual Address Virtual Size Raw Data Offset Data Size Fl*
0|PE Header 00000000 00000400 00000000 00000400 4
1] 00001000 0005D2EE 00000400 00028C00 6
2| 0005F000 00015CED 00029000 00009200 4 -
3] 00075000 00005018 00032200 00000C00 q
4| 00078000 00004730 00032E00 00002E00 4
5] 00080000 000191C0 00035C00 00015800 4
6| 000SA000 0ooooC12 00048400 00000600 q=-
7|.idata 00098000 00001000 0004BADO 00000400 C
8|.rsrc 0009C000 00012400 0004BE0D 00012400 4~
< | i ,
Format conversion
Type: E 1470 Base address: 000140000000
Section VA Relative Virtual ...  Virtual Address  File Offset Addr... Raw Byte
FOA
1] 00001470 000140001470 00000870 D7

e

J

Parses PE segment information and supports conversion

between RVA, VA, and FOA formats.

(iv) String to hexadecimal tools

-

String To Hexadecimal

String Data:

Baymax

42006100 79 006D 00 6100 78 00

() ASCII

@ UNICODE  (7) UTF8

Hexadedmal Data (left to right in string order, big endian) :
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We fill in the patch data, sometimes need to convert the
string to HEX wvalues, so provide this small tool to
facilitate the format conversion, HEX data according to the

memory low address to high address output.

(v) Hijacking code generators

Hilack Code Generator El_léj

Target File: ChAwWindows\System32\wersion.dll B
Mame: version.dll (32bit] -
Base: 1

NumberOfFunctions: 15
MumberOfMames: 15
NumberOfExports: 15
MNumberOfTransfers: 2

EXPORT:
Ordinal Hint Entry Point Function // Transfer

0001 0000 OQ00D1CED  GetFileVersionInfoh

0002 0001 00002147 GetFileVersionInfoByHandle

0003 0002 00001A15 GetFileWersionInfoBEx\W

0004 0003 00001C8C  GetFileWersionInfoSizeA

0005 0004 O000D18E2  GetFileVersionInfoSizeExW

0006 0005 00001909 GetFileWersionInfoSizeW

0007 0006 O00019F4 GetFileVersionInfoW

0008 0007 00002982 VerFindFiled

0009 0008 O00003DEBZ  WerFindFileW

0004 0009 0D002B63  WerlnstallFiled

000E 000A O000041BD  WerlnstallFilew

Q00C Q00B 0000153B WerLanguageMamed // KERMELZ2 VerLanguageMameA
0000 000C 000015A5 VerLanguageMameW // KERMELZ2 VerLanguageMameW
000E 000D O00001B72 WerQueryWalued

000F OO0E OO00D1B51 VerQueryWalueW

Hilack Mode  ~ EEEG t]a.-ersi-:.n.dn vs2008 -

System Path
Load PYG.DLL Relative Path ’ Copy ] ’ Create Project ]

L

Drag and drop modules (dlls) that can be used for hijacking

into the window to generate a hijacking project corresponding
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to the VS version.

4 L

t] System Path *  O\Windows'\system32'wersion.dll  vs2005 -
Hilack Mode
Transit Mode ’ Copy ] [ Create Project

The tool supports hijacking mode and transit mode

Tools support some C++ export functions (namespaces, classes,
virtual tables, static members, etc.)

Tools can parse and generate exported data (not functions)
1. vs2008 x64 compilation instructions:

When compiling x64 modules, vs2008 needs to set the assembly
compiler. Please change the asm compiler in \Microsoft Visual
Studio 9. 0\VC\VCProjectDefaults\masm. rules to ml64.exe and
save it as masm64.rules file:

Original data:

CommandLine="ml.exe /c [AllOptions] [AdditionalOptions]
/Talinputs]"

Modified to:

CommandLine="m164. exe /c [AllOptions] [AdditionalOptions]

/Talinputs]”

2. vs2008 or above
The project uses the default SDK version, if you can't
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compile it, set it to the installed SDK version.

XP is unchecked by default for "Tools Platform Set", please
set it by yourself if necessary.

vs2019 support XP setting: change "C/C++ - Language -

Conformal mode" to No to pass compilation.

(vi) Process Hijack DLL Detector

. Process Hijack DLL Detector — X

Target Program: ChUsers\MisyhDesktoph Total Commander vB.52a\TOTALCMD.EXE

Command Line

16:47:37:171 : Beginning to copy detection DLLs... A
16:47:40:402 : Completed copying detection DLLs.

16:47:40:451 : Target reached OEP. Found 21 hijackabkle DLLs.

16:47:40:457 2 Atternpt to run target program for 3 seconds before detection

16:47:43:448 : Target executed. Found 21 hijackable DLLs.

16:47:43:456 : Beginning cleanup of detection DLLs...

16:47:43:472 ¢ In some cases, deleting certain copied DLLs may take time, Please wait...
16:47:4%:329 : Completed cleanup of detection DLLs. 0 files failed to delete,

16:47:4%:329 : Task completed in 12 seconds. Detected 21 suspected hijackable DLLs.
Double-click or select any DLL from list to create verification project: v
Mo, Hijack DLL Mame Hijack Timing o
C]o wersion.dll Hijackable before reaching OEP,

11 rpr.dil Hijackable before reaching OEP,

]2 winrmm.dl| Hijackable before reaching OEP,

3 winspool.drv Hijackable before reaching OEP,

(14 widp.dll Hijackable after reaching OEP.

[ls windowscodecs.dll Hijackable after reaching OEP,

16 profapi.dil Hijackable after reaching OEP.

7 textshaping.dll Hijackable after reaching OEP.

(g caorevicormponents.dll Hijackable after reaching QEP.

(19 coremessaging.dll Hijackakle after reaching OEP.

(110 winhttp.dll Hijackable after reaching OEP. W

Detection Mode;

OEP HOOK Detection

Dhrect Execution Detection
Service Execution Detectio

Create Hijack Project | Detect Hijack Modules

The Process Hijack DLL Detector can discover system DLLs that
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are hijackable by running the target program during startup.
It supports three modes:

— OEP Hook Scan: Accurately determines which system DLLs can
be loaded by checking at the process’ s Original Entry Point
(OEP)

— Direct Run Scan: Detects which DLLs are loaded but cannot
determine whether they load before or after the OEP.

— Service Run Scan: Designed for service processes; likewise
cannot determine whether the target DLL loads before or after

the OEP.

VIl. Cases and tips for use

(i) Setting hardware breakpoints on other threads via HOOK

implementation

Hardware breakpoints have thread relevance, the cracking
module executes the "breakpoint setting function" to set hard
break only for the current thread, usually for the main
thread, when other threads reach the patch address, the patch
operation will not be executed because the hardware is not
set. When other threads execute to the patch address, they

will not execute the patch operation because the hardware is
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not set.Baymax currently does not provide the option to set
hard breaks for all threads, the workaround is to HOOK APIT,
every time you execute to the API function that is HOOKed,
you will call the "Breakpoint Setting Function" again and
set hard breaks for the current thread. hard break for the

current thread.

(ii) Fixed parameters or return values through the function HOOK

The "Modify Function Return Value" function provided by
Baymax has some limitations, if we use INT3 program, there
will be problems when multiple threads call at the same time;
if we use hardware breakpoints, we can't set breakpoints for
all threads by default. Can we rely on the existing function
to fix the return value of a function when it is frequently
called by multiple threads? The answer is yes, we export the
function WinVerifyTrust in wintrust.dll as an example to
explain.

First, HOOK the function so that all threads calling the
function will call the "breakpoint setting function" to set
a hard break. Then set a hardware breakpoint at address +5

of the function.
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v T K e e Y4 G LS (LT (T
8BFF mou edi, edi WINTRUST .WinVerifyTrust (FPU)
55 push  ebp EAX 0691F55C ASCIL k"
75120033 8BEC nov ebp, esp ECX 00808610
56 push  esi 5 MNE _ EDX 88066061

75120036 8B7S 18 nov esi, dword ptr [ebp+18] T ZR#4TT pusH! HEFEIR EHRHEAESP+Y  |cpx gosossos

7512C039 833E 28 cnp dword ptr [esi], 28 ESP B691FLEC

7512C03C(, 76 09 jbe short 7512C647 EBP 0691FLEC

7512C03E|  F746 28 8081801 test dword ptr [esi+28], 180 ESI 0691F5Ch

7512c085(, 75 17 jnz short 7512CH5E EDI 88000881

75120047 8B5S AC mov edx, dword ptr [ebp+C]

75120040 | 8B4D B8 nov ecx, dword ptr [ebp+8] EIP 7512C835 WINTRUST.7512

7512c04D|  6A 0@ push [} c 8 ES 5 B(FFFFFF

7512C04F|  6A 08 push [ P1 CS S @(FFFFFF

7512c051| 6A 0@ push o ola 1 ss S B(FFFFFF

e e b z e DS ;7 B{FFFFFF
S8 FS 7 9C9806(F
T8 &S ;7 B{FFFFFF
DB

00674000] 66 60 00 80| FF FF FF FF| 71 68 BD B6 A 8691F574 &b ==

00674610|75 98 06 80| OF 60 00 66 B0 08 80 08 [ 0691F4F8|[ 50241604 g | file jpg.582416D4 3EQ wmmusrﬂ'a‘ .rjﬁ;ls'a

00674020/ 61 60 066 60|00 30 53 60 61 06 60 08 |0691F4F4|| BO006060 . -

8A674030| 64 6O 62 30 60 6A B8 B 63 BA BA BA | B691F4F8|| Ase1FS5C|ASCIT “kE" HERER T 3R ESP+yww. CHINAPYG.COM

ABAZLOMAIFF FF FF FF/ AR AA AR AG A0 AR AR AR OAQAFLFR RAOAFEDM

The reason for setting offset +5 is that Baymax HOOK
library will modify the function header to JMP XXXXXXXXXX
instruction, and after the execution of the internal process
and then jump back to the original function to be covered by
the data of the next instruction, the function is covered by

the instruction is exactly 5 bytes, if the instruction is

covered by more than 5 bytes, choose to cover the data of

Check the box

the next instruction offset value can be.
"Modify Return Value", the return address of the function at
offset +5 is located in [ESP+4], so we set the "Return Address

Stack Offset" to 0x4.

@) Export function: WinVerifyTrust v Offset: 0x5

Modify return value: Modify context when the function n v Return Addr Stack Offset: 0x4  Stack adjustment: | 0x0

Patch data

Patch type: Modify register v Flag register: Register: EAX « Offset:

Modified value: Custom immediate number « Value type: DWORD + Register: Offset:

[ operator no participation || Name of the variable where patch data is stored

0 -
Patch data:
Note:

Frequency: m‘:lwpe: Inteligence Breakpoint  + [Cundiﬁunalbredcpoints” Delete H Edit H Add

Once

Offset Addr(EES AL

Patch data Note ‘
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Set up as above, so that indirectly realize the HOOK
function to complete the call thread to set up a hard break,

so as to achieve the function of fixed function return value.

(iif) Patch heap space by storing data

Some programs will map the key code into memory (heap
space) to execute, we can save the address after the program
applies for memory space, wait for the process to finish
filling the heap space with data, and set a breakpoint in
the heap space at any address before the code is executed,

and use the storage address + offset to locate the key address.

Patch data

Patch type: Modify the memory to whic v Flag register: Register: RXX Offset:  RXX+0
Modified value: Custom immediate number v Value type: HEX value v Register: Offset:
Operator no participation Name of the variable where patch data is stored

ID_SAVENAME_DATA,33C0 40 C3

Label data: r
Target address (Offset data is in hexadecimal format)

Note:
Addressing register: RXX

Frequency: Once v Tyg | The memory to which the register points: RXX+0]

Offset Addr(RVA) Raw data| | Example: [ESP+24]+3C. When the addressing register is EXX/RXX, it refers to the stored address
00000000 AA

When we select "Modify the memory to which the memory
address points", we find that the register column is EXX/RXX,
and we can also set the offset.

Bayamx supports secondary addressing of our saved
addresses, supporting addressing operations such as

[EXX+N]+N1, so that we can easily modify the values of the
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members of a class object after we save it. For example, if
we save an address of 10000000, and we need to modify the
address of 10000008, we can set the offset to EXX+8 (x64 bit

RXX+8) .

(iv) Modifying global variable values in instructions

Many programs store the registration status in a global
variable in the data segment and determine its status with

the cmp instruction:

O07AGT TE S80C10 mov byte ptr ds:[eax+edx],c]
007AG7B1 833D DSESB100 00 cmp dword ptr ds:[81E8D8],0
007 AGT B3 ~ 75 56 jne xshell.7AGFED
DA B9 90000000 MoV 2Cx, 30
TTACTOC cora nan Aamnl arv arv N

If "007A6781 |cmp dword ptr ds:[0081ESD8],0" instruction,
we need to modify the value of 0081E8D8 to 1, how to do it,
Baymax provides the mechanism, the method is to store first,

then modify.

Breakpoint address
@) virtual Addr(vA): 007A6781 Module Address: 00750000 First byte: 0x0
. Offset: 0x0
Feature code data: .
Export function: Offset: 0x0
[ Modify return value: |Save the current context and modif ~ | Return Addr Stack Offset: Stack adjustment:
Patch data
Patch type: Stores the addressin the ¢ + Flag register: Register: Offset:
Storage value: Saves the memory addres: v Value type: DWORD w Register: Offset:
Operator no participation Name of the variable where patch data is stored
ID_SAVENAME_GLOBAL_DATA
Storage label:

Step 1: Store first.

Set the interrupt address and then set it in the patch
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data as follows:
Select "Store Current Data" for Patch Type;
Stored value is "Memory address in the save instruction";
The value type is "DWORD" (usually QWORD in x64);
The storage label is filled with a unique label named

after the address.

Breakpoint address
@ Virtual Addr(VA): 007A6781 Module Address: 00760000 First byte: 0
. Offset: 0x0
Feature code data:
~  |Feature code search
Export function: Offset: 0x0
[ | Modify return value: | Save the current context and modif ~ | Return Addr Stack Offset: Stack adjustment:
Patch data
Patch type: Modify the memory to whic v Flag register: Register: EXX Offset: BEX+0
Modified value: Custom immediate number « Value type: DWORD ~ Register: Offset:
|| Operator no participation ("] Mame of the variable where patch data is stored
ID_SAVENAME_GLOBAL_DATA, [
Label data:
Note:

Step 2, modify again. It is still necessary to set the
interrupt address (which can be the same as the storage
address), and set it as follows in the patch data:

Select the patch type "Modify memory pointed to by the
number of banks".

Optional "customization" of patch data.

Value type "DWORD"; mark data format is "mark name, patch
value", here we should fill in the mark name entered before

and  modify the value "ID SAVENAME GLOBAL DATA,1".
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GLOBAL DATA,1".
By doing the above two steps, we have realized the

modification of this address (global variable).

(E) Fixing hard disk information by HOOK

The machine code of some programs is generated by the
hard disk serial number operation, can we fix the hard disk
serial number by Baymax without modifying the program?

The DeviceloControl function can be called to obtain
hardware information (see below for function declaration).
When the parameter dwloControlCode = 0x0007C088
(SMART RCV_DRIVE DATA), the data received by the 1pOutBuffer

after the function returns contains hard disk serial number

LPOVERLAPPED lpOverlapped

information.
cis =

oo s s e e e e e e e e e e e e e e e e e e e e e e e e e ——s———s-——-- n |
i BOOL DeviceIoControl( i
1 HANDLE hDevice, 1
| DWORD dwToControlCode, !
| LPVOID lpInBuffer, !
| DWORD nInBuffersize, H
| LPVOID 1pOutBuffer, !
: DWORD nOutBuffersize, :
! LPDWORD lpBytesReturned, !
] 1
1 1
1 1
] 1

Let's create an interrupt patch item, check "Target other
modules" for the patch module, select the system module

"\Windows\system32\kernel32.d11", and select the patch
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address from the exported functions. "DeviceloControl" function.
Check the box "Modify return value" and select "Save current
context and modify on return" mode, the debugger in the
function address after the interruption of the stack is shown

in the figure below:

§ ==> > @3920D88 GetPcInf.@@92DD83
£+d > BOPABBE4

£+8 > @BA8TCes3

£+C » 8@25E9D8

£+10 > 20eae821

$+14 » BA2SETCE /7 &#H 1pOutBuffer
£+18 > 00828218

£+1C > B2ZSEC4B

£+20 > B0BABE38

£+24 > BQ2SEETS

BB25E7CE o8 62 03 A0 90 08 @1 80 88 AB EC 88 89 20 28 o8

B@25EYD@ 48 68 FF 3F 37 C3 18 @0 90 28 ee 80 IF 6o 26 o8

B@25EYE@ B0 60 @8 a8 I3Ei 33 32 31 3@ 33 32 31 3@ 33 32 31| ....0832183210321 // {RiEew24
Ba25EYF@ I3Ei 33 32 31 28 20 28 20 @6 EIEIIFB 4E @9 @@ 41 53 @321

The parameters are stored in [ESP+14], and the sequence
number is located at offset 0x24 from lpOutBuffer. We set
the patch type to "Modify Register to Memory", the register

is set to ESP, and the patch memory address is [ESP+14]+24.
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', Exception Breakpoint Patch L J

File

Process: Baymax.exe B [ Targetis any process
Module: kernel32.dll B [] Target other module
Patch after decoding
[ Patch data needs to be decoded by the program for judgment
Breakpoint address
() Virtual Addr(VA): Module Address: First byte: 0x0

» Offset: 0x0
() Feature code data:

~  |Feature code search
@ Export function: DeviceloControl v Offset: 0x0

Modify return value: Save the current context and modif v Return Addr Stack Offset: 0x0  Stack adjustment: | 0x0

Patch data
Patch type: Modify the memory to whic v Flag register: Register: ESP » Offset: [ESP+14]+24
Modified value: Custom immediate number w Value type: ASCIIstr + Register: Offset:
Operator no participation "] Name of the variable where patch data is stored
0321032103210321 -
Patch data: s
Target address (Offset data is in hexadecimal format)
MNote: Esp

Addressing register:

Frequency: Once v Tyl | The memory to which the register points: [ESP+14)+24

Offset Addr(RVA) Raw datal | Example: [ESP+24]+3C. When the addressing register is EXX/RXX, it refers to the stored address

Check the "Conditional Breakpoint" button, and the
condition is [ESP+8]==7C088. Note that the "Patch Memory
Address" field is always the data address, i.e., ESP+8. The

settings are as follows:

Conditional Breakpoints | P ‘

Frequency: Once
Condition settings
(") Do not use conditional breakpoints.
(") The number of times execution breakpoints: 112
@) Breakpoints type:  Memory to which the register points « Register: ESP  « Offset: ESP+8

Data type: DWORD » Condition: equal(== -

Value: 7C088

Target address (Offset data is in hexadecimal format)
Addressing register: ESP
NOTET
] The memory to which the register points: ESP 48]

After creating the patch and running it we found that
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the hard disk serial number obtained by the program had been
changed to our custom ASCII string. We fixed the hard disk

serial number without modifying any bytes of the program.

VIIl. Exchange of feedback

(i) How to analyze the cause of patch failure

1. Please close the debugger first

The crack module has an anti—debugging mechanism, if the
crack module is not loaded or you don't see the LOGO popup
box when you start it, please close the debugger and test it
again. If you use the debugger to analyze the crack module
dynamically, it may lead to abnormal patch function.
2. Analyze the LOG for debugging patches

If the patch does not achieve the expected results
after loading, please select Generate Debug Hijack Patch or
Debug Inject Patch from the menu, the program will create a
xxx_baymax. log file under the process folder (if the
program is located on the system disk, you need
administrator privileges to run it before you can create
a .log file), 32-bit processes can also open the DbgView

utility to receive debugging information from the output of
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the patch. to view. We can analyze the execution of the
patch through the output log to find the cause of failure.
If there is no way to start, you can also add to the tool
group feedback exchange, feedback can be attached to the
log file, log contains patch entries and patch address, you
can modify the key data and then provide, does not affect

the analysis of the problem.

2019-07-25 22:34:39:931: [2128][BAYMAXB4]: PYG.DLL ver: 3.0.1.1025 #20E |

2019-07-25 22:34:39:931: [2128][BAYMAX6E4]: Process Attach: Ch\User: = zsktop\Debug\L . .maDiskT
2019-07-25 22:34:40:117: [2128][BAYMAXGE4]: Mot Find Baymax IniFile

2019-07-25 22:34:40:118: [2128][BAYMAXGE4]: Proc DiskTest.exe Module DiskTest.exe Name DiskTest.exe |
2019-07-25 22:34:40:118: [2128][BAYMAXG4]: 3+ T ==F{THOOKAME: DiskTestexe |

2019-07-25 22:34:40:119: [2128][BAYMAXG4]: B0 HOOK 2 52 user32.dll === CreateWindowEx\W |

2019-07-25 22:34:40:119: [2128][BAYMAXB4]: Wisft=aE ... |

2019-07-25 22:34:40:119: [2128][BAYMAX6E4]: Add Hook: Type 2 user32.dll === CreateWindowExW |

2019-07-25 22:34:40:119: [2128][BAYMAXE4]: End StartHoolk) p

2019-07-25 22:34:40:119: [2128][BAYMAXG4]: 3N T 2Z¥IE(bseml, SEHOOKEL M=, 1§ MSiTiTHESR.
2019-07-25 22:34:40:252: [2128][BAYMAXE4]: Proc DiskTest.exe Module DiskTest.exe Name DiskTest.exe
2019-07-25 22:34:40:252; [212B8][BAYMAXG4]: HOOKEREY, #iTdbTEEE. |

2019-07-25 22:34:40:253: [2128][BAYMAXG4]: 2B+ T=E |

2019-07-25 22:34:40:253: [2128][BAYMAX64]: 3£ NS_TYPE_SETRVABREAK 2510 |

2019-07-25 22:34:40:253: [2128][BAYMAXG4]: Br=ah THakE C T RNTEEE RSPLZC V:2,R,B102,TH,CC
2019-07-25 22:34:40:253: [2128][BAYMAXGA]: Z 8= |

2019-07-25 22:34:40:254: [2128][BAYMAXG4]: RS EE—EHEAT] Threadld: 2496 |

2019-07-25 22:34:40:254: [2128][BAYMAXG4]: ZFEINTIES L

L e = I N - LV

P T T T R R T
b = LI B T L =

—
[==]

3. Hijacking module loaded too late

In some processes, the hijacker module is loaded too late,
so the patch address has already been executed when the
cracking module is loaded, which makes the patch invalid. In
this case, you need to set the debugger to "interrupt when
module is loaded" and dynamically debug to check whether the
cracking module 1is loaded when the patch address 1is

interrupted.

66



(ii) Join the official communication and feedback group

Baymax official Q group: 112823588

(iii) Tool downloads

https://sourceforge.net/projects/baymax-patch-tools/files/

https://forum.exetools.com/showthread.php?t=20426
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