Baymax Patch Tools #F3EHSCHY

HhERh T =T
Ver 1.7

2025 £ 10 A



U L EEIA et e 3
DI/ 701k 7 J oo 3

() B TERL ettt 3

() BRI ..o 3

QL DR =1 IO 4

S 11 =2 N i = OO 4
G IR A = L 5% . -SSR 4

(G I3 ) 1 TN I T =5 A= N vz = 1 5 5

(Z) BEEANTHBIIE e 5

SO 2 N oo 5
1 oo 7

QL D N 1T o =] = OO 8
SOz 05 5 - 8

R L1 v 9
RT3 a5 v 10

e B R RAIN T et 10
G I OO 10

G = 1y ek = N OO 11

L = S N OO 13
G I a5 1| 13

() FBIIZERY ettt 13
G2 = == OO 14

SO L 1IN . Y 14

PR IL i 2 R 14
RN l il R - 15

4, BRE BB AR e 15

QL DI 2 OO 17

T -2 T 19

GAOIR T 3= 3= S 19

IR & = =] 1] i3] S = 20

CI\D) FBBLEIPIRIP ...t 22

(AU BEPITETETIIIL .o 23

() A TEREHIIEFE EIBTPITE .o 24

G D Iy 1 OO 25
() EBERETBTIRIEIE . ... 25

SO E Q) s 26

PR XS Qi & K - v 27

3 BN BEMERIA AT BRI e 29

4, BRI AR B JE B FEATAN T oo 29

(G =IO =€ 75k i o =3 OO 29

G 4 DI N B e e R =1 I = OO 30

T ) N L N I 31



(=) BB BETIUTRR ...oooooooce s 31

Gl B 11K =51 = )N N 35

QI 1= N OO 35

QL DI ke b Ly T 36

G I Xy i N I 37

WA (3 2 =1 kOO 37
G I = v 1| oo 37

G = e = oo 38

QI T =k = OO 39

QL IRzt ==k g 1 = 39

G 1 E = 2 A =8 72 T 40

GADRRTi == A 0 M = S 42

e =L S 2 0 OO 43
(—) 1#iT HOOK LIRS bR AR BRI AR oo 43

(Z) B EE HOOK SLIRE BB ETIREME ........oooooeoee 43

(=) BT TEREBIBIRAN T HEZSIB] ..o eeeeneeee e 45

QL DI & iR =y = == = 45

DI 5 Ul 3 [0 0 N i bzt 5 47

WA va5 5 = OO 50
G I 1 B v N I S =75 o 50

YO e - - S 50
i v N I 0 OO 50

R RSB -1 S 51

GBI |19 N = v =42 < S 51

G T = - OO 51

QL DI = =3 51



—. TLE#A

i

(=) HENR

Baymax Patch Tools ({&#% Baymax) i if & B #r# 2 B a9 ) #
DLL 3k fw # 34 BE A 3 PYG. DLL/PYG64. DLL, SZILAF E Ar 2 12 19 34 &4
T o Baymax TR XFHANSB R EATER 5 KE, LHET H#HE
r3 B AT, T ERBE W R E A E B, R E AR SR At
WEW S, PHEGCREMNNGFE. RITFH. TR
AR EAE, EABER IR T SE I LB, #ER,

THEA MR, RPEATREa Rk CE AN T30 e 7
7ol SDK, THRFFEHM CEREAERMENT) WAFERMIIEE! ik
FRHIAN TIBAT I A B R G P BRSO (B akh T SRR A,
TEREESARIEHE, 53N IR ) Ja 4 3T, (81
RFEE, WHEUNE T N

(=) EAEE

Baymax i& T Win x86/x64 F& . E.i&E WinXP. Win7. Win8.
Win8. 1. Winl0, Winll % R4, B Ext g o R HHFHE ey 2
HATAN T, XHFH2. NETRF, EALIFHAIEERET,

(=) anfaraeml

Baymax g fERERIEAT 7%, WIRTFHARR, H2HTEN


https://www.chinapyg.com/

AT A SRR L i

Baymax #34 BE 4% 3 2 PYG. DLL/PYG64. DLL, Zh B3R I B f 2 Y
X HRR, BRERAHATHT #ME. Fril, GF LR E
REXTREEHFEEZX M, A EHBERET MR T TESRME AN K
18 .

(M) %==FEAA

ATERBEHARG, w7HTELHAEEAE! ERIENFT
X E K — R A EE TR AR EH TAR ST HERTF
e, REREDEREARELEHK.

—. ST IH

(—) wE Btz

#TIE ERER—ABAXH, FEFRENEATEFHIEN
FrE v T B R 8 e B R XS RE 4T B 78 R KE|
ZXM, M aBERTH P E£E B RN E

¢ Baymax Patch toOls 3 x64 \ = X
I#P) IEM B’EO) #EH)
1H=!
BiriEE: C:\UsershNisy\Desktop\B aymaxbd. exe D
TiT8E: Baymaxbd Mt T
{E&ER: baymax




(Z) AT E 4T I FEDR

A — M EZEHRKRE FHAT I, TEF RN ETHER
AT BN H B AT RS, 7 BT RE,

Baymax X##hT TEFEELZAM4TH, FM4TIHHTRE
T AREE, R REATHAHE (QEERATERE),
SCREATHEAR B9[] DLL s ALt Rk (I E B A7 oy At dr, o] &
FAAT I R EZ AW EE — R HATAT .

S
#ig: e | MetarEne
fth: |Belasadl .. MERARRERE

LBEAET BAarh B ERE, TFROIZERTE MR,
T, KFRWE, AT ERFE exe #HE, Baymax HERIA L
EERBWEHFZRAT « BAEETLETAEERAT B
M, FAERE LHEE “GRXANT DLL BHAL” &k & gk 15 70

2k
Ft o

(=) E4MNT ik

1. AT
“HERBEBANT 7 TR mEAT, XEFUT 3T AL E

N



FT M

O Frigttlitva): | R i
@BIEOEE: (BRSBTS, S B R
O Sl

+hT 24 MsGoodEyeBella

MsHelloBella

(1) AT BRI (A7) Aol de 3t

(2) WILRAERD E ALANT H ik

(3) BEFHBARRAANT M

Baymax X # 5 A&
Mk E 3

FELF CERHA(VA) 7 BIRATE RS T BB f L, 8
B N BRH

DO007FFTA41673F4
Tt a T = = ——

Z At (ASLR), #3% Al 7 i N\ B9 4 T ik fo A 3

/\f

~ 48 FF 25 E5 16 02 0O

jmp gword ptr ds: [FFF7FA4188AE0]
int3
89 S5C 24 20 mov gword ptr ss:[rsp+20],rbx

ush rbp
7A bp,
e prisbdvalpey rbeeo

C 6 48 83 &5 18 00 and qwnrd ptr ss:[rbp+1sl,0
00007FF7A4167 40E 48 BB 32 AZ DF 2D 99 |{mov rbx,2B992DDFAZ32

EEHRBENF,

XXX}

A SR B 7 3 R AE
S M,

Bcey B®mEE SAE LIFRE e Ha ®mAEER (O

bl Ko HEES
"DO00TFF599280000 | 0000000000001000
DDDD?FFEEEEEDDDD 0000000000001 000

E QOO0 00003 3000
*—mﬁm ]
e ey e yReey 0000000000104000 TTERT
00007 FF7A4185 000 | 00000000003D3000 | . rdata”
00007 FF7A455 8000 | 0000000000007 000 | . data”
00007 FF7A455F 000 | 000000000000F 000 | . pdata”
00007 FF7A456EQOQ0 | 0O00000000001L000 | . gfids™
00007 FF7 A45 6F 000 | 0000000000001000 | . T1s"
00007 FFTA45 70000 ( 000000000002 4000 ".rsrc”
00007 FF7A45 934000 | 0000000000004000 | . reloc”

b K

HE 2 i B AF o

ZH RN, BWER “REEER” PTAXRELERG K &M

FRIEBEFAETHR, TRETHES



2. WA T
“EERWANT 7 AR EANT, WIS AT MU E

E

R

ERbi b (va) 2 EREN: BFET: 0x0
HHEB T4 f=s

9 13 . : ——

= - [ wicees

SR ChinaPYG ~ {Ri{E: 0x0
| iR EE BFHEE TREHTTREREY - | REMHERTS : i

(1) S AANT RE WL bk oA 3 2 0 ik

(2) IR ZALANT H Ak

(3) M7 BT Ak

FR1GRBATARZAAET, & EFERE T RFRD, &
FOINT3 W R R FEIAAN T HAE X 3848 5 7, AT B SR
NEFTEGETHAPRANESKE, RARZHIAZE CHEL T
Beo EMEIR TG TR SR H AR A BT R AR BRIAE O BT

T 2 P ERRAE A B SR BAN T Hudk, I RS R RS AT
B E A E R BT R (R A AH0). FEIERRAE: Baymax
BLERRNFTALER+ R ERE T, sXRERET 41, £
JR 4 B W R BB PRI T B R R. ERBUREA G, 400 E A
RIEEERTLARELERZER T, A EFTHWHAERET +
W, T AE g AR TR

FRIZLET2RMAPT §F T REGHBR, Frilfett T EEEK
HR A TR it (R ET A R0, LEFREERHERLEHLK
EFREFeRETEAE, ERETREE, B oL RE



T, HHEARMER,
() #MT M=rIFERF

Baymax X FHT mmeyBF, & EAERA T, FANT M4
SRR, BRRR AR IR T REAE A 3R B oL RUHUAT AN T 8 1F, & S A5 A BURE AL
B P LA BT JUARR 77 58 ok 30 B AR AR B AR A B AL, 45 R AT 77 7T
PATANT o Ak “A T S FE AR AT AW JBE T EHRAEF

s 4=
HATH E .
WREHT
HTHIEERERR R TAE B
AT BT 5
HOOK3%IR
TEEMNSE
@ HOOK APT/S =t iREtR kernel32.dl - S CreateFileW -
B i aEa 1HREFR: L R RVA):
b3 7% Lt | W BET SRR RE B IS MEHEX):
Eatiara=l EfFEIOEC):
L wE || mA

1. 4# F| HOOK X (##)

A Hy APT 38 3T HOOK | W #E AL B AL, AT B A% fm e 2 7 &
—I1ZA, XEZRWHE, HFFELHERLERTTEE, X E7
Lo F — HOOK 77k A& EMDE, PATEANT Hakel, XB
B 18] 9 AT 1L B APT 37T 1E A &ak (APT HUT R D ).

B EAT AR 7 2T HOOK B AT %k, #A2EKH A1
B 2 B AT & SR PAT — R AN T R, EE O A B B T R
FTANT o BT 8 B0V B R Bt D B, R R B D, X HEAR B b
AL



T B AW API? LT FEA A%,

1. FEFWAPT CE=E FEER, AEBEBHD. EHA
0 AL R B APT, 3R S\ R 8 APT. AT MMM <8 APT (0
AR, BREEREE AP, 2RJLKELEIAEW,

2. HEITREERE AL, KB 7S OEP I 2T A 1y APT,
B MNANT ke b, 242 F A L APL.

FREW API FEEFLEBAREAE AT, HEHRE
APT #ATMIR. B Y AW APT 2 &, RATFHhE —NMAARBRE
My APT, X AET DURE R HAR B sy I RE 1 2k o 21T 7 2 3R R IR BN
Z R AUEFIRE P AR E PR kS, @Y Baymax iR
# T B9 B AR Gt B HOOK & #3047 B T o

RFZFEE, AT & EASAEPYC ES e HATHT, A
AR B RPATEI BTk AP, #R AR —KRGHEHFZRAT, HE
AREANT & B ARG R EHA T, FAPATE ik APL it A T4
GEANT .

W R FER I R EER” FIR T RS DLL, P 7 Baymax BV ini
Fic & BT [HOOKDLL] B AT v /m & Fr 4k
2. RE PHERX

ZEAAHBREHERNEW L, ik ZREE 7T, RITTR
E MR, BEERI R R RVA (P73 - S 3D Bp
L

XAZFEE, T HETL%E PYC R HATHT, WA



L A2 AT BN A Ak KR AR BT B, A PR HATAN T B 4E
3. REZRER

2 F B B BB AT 2 AN T 3k 08 B 1A 8] R, A B R AT AR
REFTHEEEE, TRE - ANEFREFHETT . LT EEHA
%, ARAEWAGIEERRBER, THEA.

XA ZFTEE, T & HATA%EPYG ESR M HATHT, M
BRE B KA EEFELE, AR YHFLA P R ENERFEE G,
T RPATH T #1E.

EMANNEDEA T HE CUHERERT FE—— LR A 10 #

Wl By 77, 1 #=1000 Z24).,

— I=|=l A3
= BEBB®RAT
(=) RBAHT
AT
o LR VA): 0000000140280 160 R E N 0000000 13FED0000 bt
WIEBRE:  (ETERAHIEEIES DS, TH7188I)
O S ChinaPYG - HFSEE
BT 4
41524989E241 52
iR
41534989E24153
T 88
EHEA:
me || e || s

A — FmEA T 4 H
HARBMAAT At THREFE—FRANFHA R A,
REE T EZ FHF

10



SR JE AN T HUBE RS BB R R R A A T BB (RS +
WEAF), =it A7 HH T REE.

HEITHRERSZ, TEA “WBRXHE” g, XHEXHFMER
S B ST A T BHE — KPR

N T SR

(Z) FFERDE#RANT

o e e s e f e e g
@ | O000FFFFA4167 409 48: 8365 13 00 and gqword ptr ss:[Brbp+1s],0

® (| 00007 FF7A4167 40E 48: BB 32A2DF2D992B0000 |mov rbx,2B992DDFAZ32

@ | 0000FFF7A4167 418 48: 8B05 D1163F00 W= |mov rax,qword ptr ds:[FFF7A4558AF0]

@ | 00007 FF7A416741F 48: 3BC3 cmp rax,rbx
-8 || DOD07FF7A4167422 ~ 75 6F jne binaryninja. 7FF7A4167 493 mme—

= || ODO0OFFF7A4167424 48: 804D 18 1ea rcx,qgword ptr ss:[rbp+12]

e | DDDOFFF7A4167428 FF15 FZDBOL00 s call gqword ptr ds: [<&GetSystemTimeAsFil
® | DDOOFFF7A4167 42E 48:58B45 13 mov rax,gword ptr ss:[rbp+1s]

& | 00007FF7A4167432 4818945 10 mov gword ptr ssifirbp+l0],rax
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AT AT XFBERAR, HATE R AANT Hoatk i= B AFAE A,
FlERERAT o RAVA “RAEHE R THE (K baymax plug-in
for x64dbg) i R KAV EIE, Dlgairss R T,

R E R B, & EBIT4E 0 PO RS A, B B SR
GEDSRICEEZ I e S P o A S K = RO I S B R
e A T A RS A (LLEH AR,

00007FF7A4167 40E 43:BB 32A2DF2D992B0000 |mov rbx,2B392DDFA232

FF7A416 45: 8B05 |D1163F00 mov rax,qword ptr ds:[7FF7A4558AF0]
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FF15 €all qword ptr ds: [<&GetCurrentThreadId
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000000007 74E2F 25 880D 057A0D00 mov ecx,dword ptr ds:[7758A930]
000000007 74E2F 2B F6Cl 03 test cl,3
00000000774E2F2E | ~ 74 31 je ntd11.774E2F61
e ——— i A - — -
| BIBEE —
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2 0000774E2F20 00062F20 00062320 " text" ER-—
3 00007751B6B8 0009B6B8 0009AABS " text" ER-—
< | 1] | »
HHEE 3 4k, Faf<ims BHBIE v [ |#E7ERER #E
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EHERS
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O TR E TS
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B F I woRrD
DWORD
HEX #h{E
ASCII =R

Delphi==F R

ARz [v] bt #HiE: |

® shifies: | THEEIEEINT - | e ifs: [ox0 ...
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EFiFestAoRIA
Pz [EsP+29)+3C. STNEFFEADXRN MHEERTFREMLL

@ FEfZEE: EFiFEiEmmTF ~ ZFEE: RSP v {®iE: [RSP+20]+10
bl Unicode =758 v Fft: =F .
&g Default
Birttiik (fRgtS A HEX) M
FhtEFFE: RSP

Rsp 20410

fifsE

AU R EENA T RERFELBEWMRE “FFEHEH
BN F”, X E5E— AT R
I F e R R R AR E N, AT A AL

N — E 48 1 F A+

T HRENA T, TEAFRE. E1F

HBAE T E B PRI A A N FF B RS R A, NTEERART
ZHE SR A .
FHTALAL, RITEALE—NFHEE, RERADTHRSE
B4 0x0 (X B¥ AW AT A BB+t 6)D. o E B AR
BAE K RAX+0, REBFHFE RAXHRHE N 0 EEE N N FH

3k

48:83EC 78 Sub rsp, 78 RAX  00D0DDZOIDET62FE6 L*™\"D:\\Program Fil
FF15 62D30100 €8l gword ptr ds:[<&GetC REX 0000000000000004 B g
48:8BCS mov rcx,rax 1 -, Ay vy 5
o Teaprax GHOFANPERNSSEESE | RCX  00000201DE762FG6 L™,"D: Y \Program Fil
FF15 FCO40200 call qword ptr ds: [<&Comm TITTTETDITITETDY

48:894424 50 mov gqword ptr ss:[Brsp+sofl

48: 8BF8
48:85CD
= 75 0C

48:83C8 FF
4B8:83C4 78

mov rdi,rax
test rax,rax

jne binaryninja.7FF778ACY
or rax,FFFFFFFFFFFFFFFF
add rsp,78

RDI

B3P 00000081507 8F8BD

0000000000000000

Y | 2EA (6t Easteall)

< >

e 1: rcx 00000201DE76&ZF66 L"\"D:\\Program Filesh'
gword ptr [rsp+40]=[000000815078F8F0]=00000201DE7GDE20
. Text:00007FF778ACTEB1 binaryninja.exe: $EF6BL #EGABL b F’]ﬁm n

" ' 0000000000000000
WUME L pLmTEe wUmTEs LUATE4 dumfrEs @M e 00007FF8DAG6091CE | EEEY ufrthe

— R - scscs [0000000000000022

00000081507 8FBBOJ 00 00 00 00|00 00 00 00|CE 21 G0 DAIFS 7F 00 OOd ueeernns 1DE7 63066 || L"Winstaoy,
DODUUUEIS O/ BEBC0| 68 00 00 00|00 00 00 00|22 00 00 00|00 00 00 oofh..."... 2rans 100DD0201DE7 B2FES [ T==m ==
000000815078F8D0| 66 30 7o DEIOI 02 00 O0(ER 2F 76 DEIO] 02 oo oof ........ o loo00000000000000 . 1
000000815078F8EQ| 00 00 00 0000 00 00 00|30 _AD ep DATES 75 00 o) ........ : N

% RIP: 00007FF778AC76B1, RSP: 000000815078F8B0, . 1]

AN FFAEREMEFTFHEL "winsta0" 7y H AR ?

BuMTFE L dlrFe QWA WP dLrars @m0 e
UNICODE | J:L’

0000 0D 00 00[C8 91 60 DA[FS 7F 00 00| .. vsuas =
|22 00 00 00|00 00 00 00|h...". .. g*?,o

S oy
[ AR T)

E8 JF 76 DE

01 02 00 00

oU o0 00 00 00
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FATWEE| RSP B fmt% 0x20 AL P F 4k 4 000000815078F8DO
(RSP+0x20), % #4451 By 4 F7 #X 78 QWORD 1€ % 00000201DE763066,
FERFFERMAL, ATULEANTER E RSP % A 20, BI RSP+20, F B
HAERTE, B A [RSP+20]

WuRiE Ll BWATFZ dUfmiEs MMM 4 dlmrEs @R -EERTE d pee
= TREM ek
rid 57 00 &9 0O
00000201DE7 63086 00 00 AB AB B
UUUUUUUUUU 763096 | AB AB EE FE|EE FE EE FE|EE FE 00 00|00 0O 00 0O

GE 00 73 00(74 00 61 00(30 00 5C 0O/
66 00 61 00|75 00 6C 00|74| 00 00 0OfD.& a.u
AE AB AB AE|AE AB AB AE|AB AB AE AB]|

Boow

A2t 7% 8 L "Default" By AR ? & o8 LR F /4 &
Hoht 5 F+0x10 B9 AZ BN F], Bl A [RSP+20]+10.,

Baymax X #F it £ Bim#s T4k, iR T 0 F o ak T Ak A
Wk AR RFEmREEE,

(M) FhEHE

fib & WT BT, F] DU G o T b e R B R A B B T A M

A 7RI
T8
WTHE: [FRSEgE | EEeE: TR W ||
temiEn: [Brrmeg | fEkaEn || s [ me: ||
BYTE
HiRiEE TESEE WT#Hworo  PEUIES
DWORD
ID_SAVENAME DATA1 QWORD
TS
R | |

HEFRERBIN NN T FE, FE“FETT” 2RARN
MNIZFRREN T CHE— L (2RXEL), AERNEEEA
MR, ERFMHRENRERY, 5E5T|HLMRRFRE —
S
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W THE

TR [FRLSAIE | HEEEE: i W ||

iekfEsn: [{RrrErmrssiEar - | E2ea: [V] s [rax ~[imB: [0,
BYTE

HIBIZH TESEE #hTHworp  PAMES
DWORD
ID_SAVEMAME DATAZ :E&%ﬁjg’”’%

TFIEHRS Delphigggﬁ
Unicode==FF

Eﬁlﬂ,ﬁﬂ | QWORD |

TR F BRI A AN, TREESE
R AR, SEEE N HEX B M, “HHEFST ERENR

“ID SAVENAME ,07, ID SAVENAME A iZ FiE#iiEmi 4 #, 52 5

7 HEX #K 9B 8K B .
TR
WT2E: [FHEAEHE | s i W [ |
Trit{E: |[ERIERGT0a v | {268 [DWoRD | ZF7rEE: Wt ||
— i N HT R SRS

g(al["]
ﬁ"h—?ﬁ* ':F FITFHHLE
ID_SAVEMAME_GLOBAL_ADDR

TFERS:

T it 2 BT 08 70 S AN P BT Mk AL B E 4R 454 o 4R U 4w (XXX
PR HE, BIFMEIEA TR AR EHMIL,
77T38E9FB | 890D 74E73F77 | mov dword ptr ds: [773FE774], ecx

gm o Wk ) TT38E9FB, 7 1 E & F“ R A4 T By WAL,
WEFWATS, FW /5K 7% DWORD £ (H 773FET74,

REZMILE, BRATEATREN “BREHKEEEAE" F
ERZEMRS, AERZFET TR ATEE, T BREAS
taRRENHE.
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() 1B EF=S

Rl P TR, R DUAS B BT b X M e R

TR

WTaE: [nEnE | EeEns: irE: Rax o[ | |
Pt [= = B E2e): [QWorD - | ZPras: W ||
Dsigizy : CI# THIBM T ISIAHES

TR

Eﬁﬁ%:|

PTHIETUN BB, EATRERGNRIT, #EHE
FTASFENELD, 6T URREOEFE, Fl b %2
2Rl AR, THERBRDNE FER AR FREDNEF
B T DN R R AR

%ﬂgj ithEEE | eI R Rax o mB: | |
tepiE: [[EETarenE | {E%E: [Qworo | Zird: Wi ||
HigiZE TESEE HTHIBM T FIRIANES
ID_SAVEMAME_DATA1
TRIEHTS

Eﬁﬁ%:|

R AE A KATE F LR E, EAF#EELRIEEREY
— ., FREATERAKRNE REHEN L.

(7%) MRS F =R

fb A P BT, ] UG B BT R B X B AR RS F R A
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TR

WTHR: [BRpTers | HeEns: %‘?#EE: W ||

£F

Al bl g2 [of i R |:|.
— AF
HiEEE TESEY S or DEHES
o o
e =
R |

BRIk, TURBRBRFIFFERRLIATRE, B —
AEB AT UR W EZ AT HFEURABCR LRI FTRE, &
“GREE” FHEEBGRMEOR 1.

(£) B EFFRERNAE

b & TR, R DUE P BT A B A e M N R A(E

T 8
WTH: [ERTEEER - | EEEE: TS [RAX | B [0,
iEpRiEN: |BENEE | (ERE: || ez W ||
BYTE
O#pizy &5 O#T#woro  BEHFE
DWORD
NEXEIE
TR et 5144
Unicode==FF
IR | QWORD |

B BE R B R X LB Z (fFlan % RSA B2 4 SAR AL J5 B 4K
B), XREALIWHFFEE, XFEATFEERANET (FlRE
M EREENNEFRE N LREKE, TERRUATER), &7
R 7K E.

EXCEKBRET AR LR T RS RN T %,

BN AMNAOEE— AN FHEHA. Pl R ETFE T2
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WA, HMA RS T F A E:
eax, SA4lA|ZE{Z3E (FPU) L4

word ptr EnX B88085A4D

short 68! (fFpx pooooosd

eax, duot |Fpy @@19FFB@8 ASCII "Ls "

duword ptt |ppx @e253000

short 80 | pgp @@19FEFS [ASCIT “Baymax Patch toOls |

BO4BFYDC| . BB 4D5A008680 |mov
OO4BFYE1| . 66:3905 00084 cmp
BO4BFYER| ., 75 38 jnz
EEELIREEY - A1 300684686880 | mow

OO4BFYEF| . S1B8 0000488|cmp
BO4BFYF?| .. 75 27 jnz
BO4BF7YFB| . BY? BBEO108688 |mov

ecx, 188

F R v |EBP BB19FF78

ds :[ B04O0A3C]-000O0GFS
eax=00005a4D

ESI 0808680880
EDI FFFFFFFE

EIP BOLBFYEA BestCryp.BB4BFFER

BO19FEFS (42 61 79 6D 61 78 20 580 61 74 63 68 20 74 6F 4F
4C 73 208 80|5C 28 93 6O8|3C 28 93 68 DA 27 93 @80

B819FF B8

Baymax Patch toO
Ls _\(7<(277

AT AR A . ESP = ESP+0 4 7] ,

| #Tsue
HT2E: [EHSEsEar © | HEsEs: TiER: [BP | fh: |00,
fZeR{E4: | B 1Rl Btriih(REAHEX) X
HIEIZ 2SS o
| RRER TR e B W)\ BEAUESGEL
T EHE: FT FITEME |ESF"H:I i

| $ETAEBI: [[[ESP)+88]]+3C e

EHRE:

TR T E B F & B, it 5% & 4538 33 ESP/RSP i _E 1
BB FRHEAT, BRIZMAEE, R URRFH BT,

ERAX
ECX
EDX
EBX
EZP
EBP

LT ERETERET ]
[STELETELETE i
BA19FF B8
Ba2FnoBg

0019F EF 8 -

BE19FF70

W

BFABBBC O

S+ 864BF938
$+8 864BF938
$+cC , 883FA0B0
$+10 80808044
$+14 8674285C
$+18 8674283C
$+1c 887427D0
$+20 86198080

BestCryp.<{Eih A NS>
BestGryp AE{;&D, 32

UHICODE "WinStaeiDefault™ I
SZWFrogram Filles (x86)\Jet

to b F, ESP+18=0019FF10, 1Z i it 45 151 89 N & 25 38 % 0074283C,

0074283C 7 & F /& “WinSta0---” By AL,
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T EE

AT [iEehErREar - | REErE: TS [ | [0
iERiEA: | BN B R AHEX) X

OSHBEE T558 oy vs, [

T HE: T FTEL :
HEEAEG]: [[[EsP]+B8]1+3C -
FEHER: Ii 28 =

BB, AT 7R R B\ [ESP+18],

WMABAIR L ETAE, B [[EXX+X]+Y]+Z, H# EXX A
FHE, XVZ HRBE, DRERZANEEEHNKE, 32 CHBIE
77 DWORD, 64 f#t42 7 QWORD.

INEGE: RFFEGEFH A EXXH0/RXXH0, Btk +F
eyt [ESP+N]/[RSP+N],

(J\) & EIP/RIP

fo & H WTET, ¥ LA EIP/RIP 1H.

TR
T 2EE: fiZgk EPRIP v ITEEEHTes: ZFiFes: s
f2shiEA: {E2e: TFiFes: fREs:
gz |TE5EH HTEHRM ST RDAHTS
NOP
LA PPy — s |

Y

SEHRREA: ﬁgiﬁg fﬁi%ll%?ﬁl‘l?’ (:'f:g*) B TR B RN PEATCRES REFE -
4 3

.. ﬁg}’gﬂkmp (30) A, EPRP (RBEWEDEABFRI R ZE SR (FFA T

Mg

fRtsel

.

FEET HAE

R EABR N 5 NOP, H 52X B H3EB K484 4 NOP, 1= %k
TS B R BCP WAL I SR 3e A K E R m EIP/RIP, SZ3BK
WZIARE A LLE E X w1, fmfeE3E NOP(E 0) R, EIP/RIP

22



TR E T H T E A BAT IR E LA T ek GEf AT 3B
B, XHFIERHG

(L) FMERFEMIL

Baymax M7 —MBEE TRRELENIE, TEARERZE
B, WE—REHATRT. 20w F RN FEMILZA

SR WI &, B FEFRRAWEE, XFANFHFEIN
FHEREL, XHEAMEZETR, W UM FREE.

T ER

T [REEN | s TS ws: ||
iEiEy: [Bleteseoe| | Eeg: | v|wEd: | [#B: oo,
#riRiEE ) HT RN A REATRS

i .
e
shTane: FERTCRES

EIRHEA: | |

5=, RTBEIGR, YAk ErGERE, TUEMRE
R E PUT, RERM—I “BEFRTILEKER”, WHARAT
Bz b b P BT B R, R BT AR R 2 RN A0 B9 BT R B 2 U
BARTHEGET. #/ALPATEBRER AR, log X FHILFZ
HAE PR % e B S R
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T3
TR [MEIRN | REeE: S W | |
tepaiEn: [SERTIAREE - | Ex: HirE: W ||
HiREY TE5iEY T HHEM I ERRAHES
EEEEAN:
HTIHER:
R |

T HAET LR XEAERGRE, BriwmweTE:

-

-
Baymax Patch Tools | h ﬁ

12 Ml
ﬁz RIEHE A
EEHEHEE S SEHEM O(N _N oM~

(+) X EFEtbitERNAE

| B
%Tﬁ%ﬂggﬁﬁgﬁﬁ'ﬁggl

WWAW CHINABYC, C O

R EHRE A, RAOTT BRI RE v, BRaF i

k38 N
WTHE
WTZE: |izareaiEnme - | FEErs: TEE: oo - R 00,
fepaiEd: |SFreEigmmIngG | a2 T [ | 0o,
HRizE TESEY WESE el
ID_SAVEMAME_DATAL,0x1
RS 8HE:
EHH: | |

BBE L B X LIS, P T FERT F AN
N EAE , B A AEAE 28 “TID SAVENAME , 07, TD SAVENAME % (1z

H R 77 B9 DWORD (32 fr#42) = QWORD (64 fri#42) &4, &

24
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HEATMNE EXHE, AP BREY “FHREERNNANT” B, &
wE “HEX @7, 5 FFm X HENKE

(+—) iVt A&

Baymax CHF AT 5 B #AE 1% B RO BRI, LR 8 B0 A o AT A
& W R A F E E R I A P FORE, B IR AR 7 R IE R IR AT
T8 5 b 5 R U5

HhT 4R
SoMERoel - | i TS HirE: ﬁﬁ=[]-
TSR 2R i ﬁﬁ:[].
HiEZE TESiEY T SR M SRS
s 200 B ASH, B TAE.
=i BRI E200, S MES0, B A{E2000

JA P IRk A ZA, WA T2 5 E, B 100, &N
B 20 (CEDUR/NTF 50 Z8), = AME 2000 (2 ).

(+2) 2R AIRE{E

AR RN T EG R BN S5 HHE EE, Baymax B A 52 HE %K
HOOK 7 g¢, {H 3¢ 7% P W7k EM LA T Ll

FUTANT F T ABANT &8, HTER “BRERE” Hat
AT HAE T e, R BOE E AR E R, BER B R R
R F WA HATANT 1.

HMHEELRT AR L : 5% Set New EIP/RIP, #/5
ESP/RSP + N Wk B4 . EUHEREFwity, FrUALLT =M B K

25



REMENER, FEFFEXEXHERE: AR5k BER SR B H i
foik PR EE.
1 BEREAL =

KAVHFZE T A — TP &R, X Bt H WLy ek 2008 29 =2 i —
T #2AN-4H

1. __cdecl & C/CH+ERINMEE AN . TR SHNEEEK
RN, BB E— A retn, #&-F& &R/ 7 kP8, BT ER
HRF J5 23AT add esp, n RFHEHEK, n AZHEKRFTEHNAF
AN

GBSCEEAAB|] . 8B%6 289 mou edx, dword ptr [esi+2@]
BOSCBEAS|| . 52 push  edx E A EE1 ESP-4
HBSCBEAL|] . 8BAE 1C mou ecx, dword ptr [esi+1C]
BB5CBEA7|| . 51 push ecx [E A EE72 ESP-8
(T3] | - E8 DBD3FFFF |call 805C9288
OB5CBEAD|| .  83cy o8 add esp, 8 ESP+8 {RiF4%F 18
> A ] M > > L) N N

BB I T B, retn KRR B KL S HIAEA cdecl AN,
0B5C9288 § 55 push ebp
aasCcoe289(| -  BBEC mnou ebp, esp
BASC928B || - SB45S 68 mnou eax, dword pty [ebp+8] e
BESC928E|] . 8B5% BC mnow edx, dword ptr [ebp+C]
pesco201|| . A3 284066688 | mov dword ptr [664A28], eax | retn NliRIBFHEGEE
BA5Co2946|| . 8915 2C4AG6B| mov dword ptr [664A2C], edx
sesce29c|| . SD pop ebp 628 _cdechiFF5iEAt..
pasco29p|L. c3 retn

2. stdcall =& Windows API BRi\ By &y B 20 A . BT A 24K
NEELRRNR, R FEERHE LI, RHHEE KN
retn n, W 7 LT RFLFH,

00401017| . C1E0 02 shl eax, 2 ESP BB19FF6C
0640101A| . A3 6367SE00 |mov dword ptr [SE67631, eax EBP 0O19FFSO
0040101F| . 52 push  edx ESI 80401000 R RE57.<fat
ag4e16828| . 6A B8 push 5} [pMnﬂule = HULL EDI 80481080 535%;? < “{
- EB 6BLA1EBE (call <jmp .&KERHEL32 .GetHoduleH: LGetHoduleHandlen . 9
884816827 . 8EDB nou edx, eax stdcall AT, B QAN Sort Fid EIP 06401022 75570040
0O401029| . ES N2FDIBO0 |gall  8EscobDe ole 8 Es ee2e 32(y ecFFFEEE
e = - i
BOSES092=<jnp . GKERNEL32 . Ge thoduleHandlen> : :1 gg gg;g gg‘_ EEEEEEEE
i,
21 DS BO2B 32{; O(FFFFFF

Lphodule = HULL

REEFE-dER A0S
1% [a] %] KERNEL32.76B76359

OOSEGOB0( 60 20 68 BA 4E 00 68 26 24 21 51 60|60 66 C8 67| . l§§ $*0.
BO5EGE10(5C 60 60 20/D4 07 SC 68 08 1C 68 10/5D 86 6O 20|\.. lhl]
BOSEGO20( 74 BE SC 00/ 00 20 A OF S5C 00 06 00 94 28 5C BB tl\ ?\. \.

B 0019FF6C BT
GO19FF70| 008461000
BB19FF7H 76376359

W | % 4t BB 3 GetModuleHandleA B, ¥ 5 4% JE N\ 3 #%, 34T CALL
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18 ABF, & T4 0019FF6C,

T628B31A 23DE and ebx, esi
7620B31C| 8DUS Fh4 lea eax, dword ptr [ebp-C]
f628B31F 5a push eax
F620B320 FF15% 40882C76 |call dword ptr [<&ntdll.RtlFree¢ntdll.RtlFreeUnicodeString
T628B326 8BC3 nov eax, ebx
7628B328| G5B pop ebx
76288329 | SE pop esi
7628832 C9 leave
762088328 C2 0480 retn [ stdcalli8 3, FETE T FERE
Iy N
%/ kkA&?@yﬁ@&ﬁﬁrﬂn4ﬁ@o

uuuuuuuuuuu
ESP B@19FF70

Bﬂhﬁﬂﬂﬁ o ﬁﬂ 63675EB(I mou dwurd ptr [S5E6763], eax

Bo4e161F| . 52 push edx EBF BO19FF80

00461620| - 6A B8 push [ [pMnnule = HULL ESI 80481080 R RE ¥
. EB 6B4O1EGA |gall <jmp.&KERHEL32 .GetModuleH: LGetHoduleHandlen i EDI 00461080 ﬁ%%% Eé/
. 8BDO mou edx, eax stdcall EF, i EE R SR

00461629| . E8 A2FD1B6O |[Eall 805C 00D EIP 00401027 [RF-%37.004010

BO4G102E) . SR pop edx w|c 8 Es ve2B 32f GCFFFFFFFF

P 1 CS 08023 32{; B(FFFFFFFF
A 8 SS B802B 32{; B(FFFFFFFF
21 Ds UBZB 32{; @(FFFFFFFF

eax=00400008 ([F5 -904000808), ASCII “H2P™

edx=064810808 (R T F-<EHRA OS5

BOSE6G00( G0 20 08 BA 4FE 66 A6 28 24 21 51 68 68 A8 C8 B7(. l§ §1q.

BO5E6018|5C 80 00 20 D4 87 5C 06 60 1C 68 10 5D 60 80 28(\.. \ lhl]
BO5E6020( 74 OE 5C 66/ 60 20 AG BF 5C 60 60 00|94 29 5C 60| tWy. \
BO5E6G30( @0 A6 28 23 SC l]l] ﬂﬂ ﬂ5 [:[2 JID 5I2 ﬂ[l ﬂ[l ﬁll ﬁ[: 37 (tt\ }ﬁ\ .7

88481080] 5 O

7T6B76359 | 15 [0 F| KERNELSZ 76876359
0683890008
76B76348| KERNEL32 .BaseThreadInitThunk

KB 6019FF70
BO19FF74
BO19FF78
BO19FF7C

B R ] F’%H&W%ﬁﬁmwwm E 7 4t o 2 5 5T
ek, FIUERNERKFEMNEERE, KT EFERFNES
HBER—F, KPEHAEFEEORE.

3. _fastcall # x64 #HAEWREFA NN, SH A = LT
%, 54T RCX. RDX. R8. RO HFHF &L #, S5 AT 4 Mt
SERRFPHGR 4 MR EE, FREEEKE X NE KRS
2. ZF B R R R EEER

THxSmiRE, RINBEE-MERERENRER .
:ox0 | HiERE:  0x0
wrrs: [ o s [oxo]

M iz ElE

TR el

PhTZE: izphi R Es

1. RFYE LT XHEERERBGR,

EERBEFERFFEES, RINFECRBSRER ZHERN
AR, EARKEEL, HATARIAEANNSLEE. MEHFELER

FHFRRE, SEHREERERSRE NN FHIE.
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ZRREE “FREE A BCREFEHAFENAF” LT X
A, ET%EFTE,

KRAARTE, AP TEBERAE RIS KAk E T,
Bl A B AN T Hoht P TR “R EMAEAR AL, BT BT R AR T oK
1R[] H 4k 48 % ESP/RSP MR E. B T ZIE N EANSH R ANF
Hihk, PrUAATHREZFOAT LR, REE# “BRFFHEERN
NE". FTETERENFFE-REERATRE, HRLEEREG
R k3 1= B R AR

VIiZHOREIE  RPLELLTIAEEER - REMAMERE: 00 (R
| 3hTaR

=T SEOR | eS| - ||EEE: o - @ 00 (]

BHEN: [ St IHEX)

T HE: —
SiErs: X E YT EIIRR B F A E
ONGEE T

WSTRIERL keyhad) E[F e

R [[ESP]+88]1+3C ;T'ﬁ T

fig: —k v %A

2. MR BB LT X

KA R, WFERE “REHIEREE . FATXE A
THAEF AT 7R AT, T2 7 F B 5 AR 3% B 2038 5
AR BT R, BERE BTG T R B F A £ T OO AT A
T8

3. MEEEREREBER LT X

ALHHBNAFEEPAT, AFERILHKEEEET,
HHBERAFTR, RTFRE “BERAKREE, LFEGL KA



B E, URIERFEERE EHELTFH, ZBETULERHENE—
HBARKE, RFAEIFESE R R B & T A

{EpE el E B v REMHEEREE: 00 {EEE: 00
I
T EIE
TZER:  (ZehEirEtanl - iREE TS ZFiras: v fwig: 00 D
HR{EA: v (E2EE: v v it
) :I:.'l_r == 31
b B 3XRETN XXAY ;-_-l
%% fﬁiﬁg_ Y ¥y YYyod i DN ||-||E'-D[V1

3, B A WAL R 44 T B R

(ER— 4 s, MAT R B, (B4 MEABIEE. 5
R APT BBCE T LR B E, AT M e P S
4R B BTN T

BHEBEEE, # R ABEEER T BE, REE
oA BT, DL A o — o 6 B 4 T DA DLALA
AT TETACFEAHEE, R It b T A B

(+=) WHEHITEE

RBEIL, RINFBENBEHATEFRE, YEREN “BRX
SRERY BEE ik CHRIBIEE T T, ANT BUEA T B N B 1E
ASHEENE TR E. £ “BREZE (NOT)”, HABIAK
.
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v | I3 THHEM STRIREAHE S

%ﬁ%EAN_D%ﬁW\IUI}
sS4 |Hi=BORAEMID
T | B oGR A=l
v, | B

el |
B E1E6R)
s [ABREEROR  § ] s Wi | iz |

Ak (ADD) ——
TS (R Rk (SUB) T EH4E F3FHAA

Fe& (MUL)

B D)

FgMoD)

() M INISZHIEEAN T ER

Mamizy | TSR

U

B AT AT BB SORBEAT T 5, B SR T DU 3 BT
B BUR P B R B R AN T AR

:giij EHRSFEEONNT - REEER: I ReP v RS R4

EPREN:  EEX R v (E2A:  Unicoded v BFTFE: It :

HiRzE (TE5iEk VTSR ERMENTS DIEMNE RN
Baymax

T 8

EFHTHFEAAE “HTHEAXRERATT, 4 TEFR
THEENRXHXB A FABEESR, THEH Baymax. ini =
Baymax64. ini XfF (XN TED, YRS TXEMEEET N EH,
AT SR R BT T X B B B A SR AN T $OERATHN T . flan,
RURTRERENT AP EQEZER, AP NTEEXAEH#TE
o

ERE: APESWANT HEAAANT LB FERE -, Flth
T4 HBERA A HEX #0108, F P fr A\ B9 80 K 4% HEX 2098 2T AT
FaAh T .
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| Baymaxs4.Ini - iT=%E
MHF) HRE(E) fEIL0) EEN) EEH)

[BAYMAX64]
ID_ KEYNAME_USER= HHHEAAT, PY664. DLL
ID_ KEYNAME_KEY= I BRI HE A 1 T 2R .

ID_KEYNAME_USERNAME=

B. EpFNT FREFAT ILIE

(—) KRIg BT

Baymax ¥ FREIF M T — LM fm 3y aE:

. Baymax Patch toOls 3 —
I IR =E5(0) #E(H)

1%‘_% FREEE=(P)
BiriErs: e p———
B ATREEHEE0D)
li=5=H FTHEBEEESSRM)
EENENT DLLETHLT)
2=
TR, E PO = R ETEL(C) » EE2T B
S —— R S P EREL(B) »
FS  #T:  |gader IISERR) , TEuE
# T B SR (N)
EEMATRE(S)
mEE=(L) ¥ Deutsch
EEFE(F) English (United States)
Esparial Eapana
Frangais
Polski
Tiéng Viét
Pycckmia
A
=F: >
»  EREED
- Lol
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. RPN R RETRREEFH L, &0 log X, &I
DrX & a2 d oy 0, N e X BN G R sFs, W4
P Z AT

1

. OEP 1N E F#7: Baymax HY4MT BRIA = 78 OEP AL & 0xCC, X

25540 Obsidium 24 M R E 2 &M, AT F A& ZET A H

TRE.

AT EBELHEE: AEREEFMEE, Baymax AEHEATT 44

b, BEITHE BN ANANBERTRABITEEAT £ H. #

T AREFERACE TR EE, FHRRLER

. AMEEHRLZHEERS K BAELMELEIFRET HOOK, &K

AT APT B 23R4T, G ZEAZ 5 H HMAAT EHAT,

TREEEPAT b REHFIC ALY, FELHEITZELE.

B & X ANT DLL Bf#l: & AT Ak F DLL ARk, B AR A 5 45 BR

W B R m s oy g, MR Ret AR R TN HATE R

FHPATA T shek. KL KA F B 20t ik £ 89 DLL 3k,

ThEER M &k — W IEk SR, PREsEE, A

PSR ET, BUEMAER e s, B CEEDLL AT

BEAL, AR BB B E

. BT R P TR

1D HEESERK, x86 v2.9.5 1 x64 v2.5 ZHARA INT3
Fir K Lo o WA X, 3 3 AR AT R E NEXT IP kAR
AT, — M T & EIDRIFLE LA T B,
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8.

2) BYPESEA I, ETHEXL, BHEEHRLH QIR
BHATHRE,

3) T HOOK # K, XHEL LB, —M2HH INT3 P
&, EALHOOK X, fk CCHUrat, AL REMNE, Bk
BT B PAT RHIL B IR AE 4, REI S LRAE, #
BERART R,

BAFWT R P T

D BRAREBYWEE I THEREWERHERE, —HHEX
), FEABTEL LA T ML HATRT AT A 87 API
AT HOOK, I ZERREF MM A, LABFAHLE
MW B AL AR, AW, BEEAATZ,

2)  BRINEEAHEARE (B HOOK f Br g &2 U B 7 4
&), 13t Hook APT, X376l ey 2 A2 & & 18 20 A8 1 i
Bo i EHARTLPAT YRR EMW 4 A F W,
KB A 2%k BEAFATE MG K 550w & .

Loader #m 4 = :

1D APC F4AEN (Before OEP), it APC 7 #14T 2| OFP 2
BOR AN TSN B 242

2) B FMw#HE (When Running to OFP), L3 fT%| OFP i, &

it ShellCode E#EAm#k#h T Ik,

. AT B A AE: Baymax #M7 B B BRI\ &R LOGO #AE, DL

BERAFREATEEF TR, EFFEREN, HEILE
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T o

10. HEX AT HE

HTIRE X
BhA St CERRERD BEXIM (FahERD

. - [«]dbghelp.dl | | [ Ibaymax.ini
----- L[] dwerite. dll -----|:|test dat
-Imﬂ

----- ik dll

- #1-fImpr.di

----- .m5|mg32 dll

----- u:uIEu:IIg dl

----- shﬁ:ulu:ler dil

. [+l

--uxﬁ'ueme.dll

. &[] version.dl

EI .mnmm dll

{ | winmm. dli{Windows XP SP3)
: | winmm, dil(Windows 7 SP1)
--winspnu:ul.dw

- [lwsodkaz.dl

Ctoader 3T S2hEdL: | |
WiSEEX | EmEEX 717

X B R EHFANT AERHFF DI, —L##F DIl 2825
MEEMA, FHPN&—RIEE., TAEEBERSEF DI B LK
2| A] R A IR R A E B9 HFF DLL X B K.
— LB F R F WA S, YA K loader ¥ T B, FEKE
W E Loader #0T B#15 %, loader Z4T AT 7 BT & 5 N\ 4
JiL B % L IEAT

1L M1 #%EE
RAPAq%mEEs, mREFEIFLMES, THIES XH
% %% 8 (email or github),

12. % B F 1%
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AP AT FETFERTER N UEEFOERATE,

(Z) BUEZNFF. EAFT

Baymax F] LRI XA AR AN T o R @ “GIEANT 7 4
HRRARATAT , KT R EREAENAT .

HEANT R HFHEA TR ERB R EHR XK, BRHFHE
P B ARERPATHNT  EAANT BRI S W E R EHAE
X, AT APC MLAIIE A T I A E I PATAT

Baymax FTEIZEWHT 2K EFENEZT HERFEAT F, 4
TEATHBRFETRRAEN LHIES (FHRETANAES KR
RESO, AFAFUAAT X2 (REH L7 #A) £ FiEE.

(=) IR ARANT

ATETT AT PATE LA HE 72, Baymax T A KA
BT, R T A IE SR T 8V X AT WA T AP %k
TA#ATIE, HERIDKFAAT & EBHPATHEILN. log X,
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(M) HFEHR RN REIR R

¢ Baymax64 Test patch ‘ = P ‘

[ ey S5

FE ahEiR 3

[] 5201 msimg32.dl  #hiFdEih

[[]5202  version.dl Hiah

[[] 5203  winmm.dl HiFER EFEFR:  Baymaxbd.exe

[] 5204  uxtheme.dl — #HidElp

Moo (prossa |inwiase WTTEk:  bamos

EmitiE: 20230114 18:58:01
Baymaxb4 Test patch

AR T BB AL IR
IETE LG 24 M P BT THIER !
MBIEEVZIEFETMMNE -

Fles P VA iTHT

Baymax HYFMT #E 4 W Ar: HFERFBMER, & T4 FF
&, RAFAWAGIHE, TRMHRT RO FERE R mE., Fr
DL Baymax B9#NT Bk TEBRIAK A T 4 8 R A1 7 X R B2 f i3k
EIRA M KRR BN HFAER, 4T TAEFEES B HEN
EAEE#AE, BT FE.

AKE T S F R X BEFAEI: TREAT AR
RS RE B s e, SRR LB T 1 H ] n 8 8y 2 FF AR 3k,
B 7E Fo A A B S o S A B AR AR R B T B B AT AR, B A R
ENAT: S ER G B R A, REABEFEEHT
B R mBHFESR, W ERE FHBRBA A FERE, &
TR JF# 3L process explorer F TAREFHBEE LR T H#FFHE
W, HBEILHARRF B A EH BT Baymax #H B9 LOGO #AZ #| = 4
MR R T IEH A3k
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(R) REFEFFTHANT L2

Baymax ] # T TAERF A+ bpt TSP, AT bpt U
QHEAT . &4 T # bpt BIEB R, FHFARBELR. 745 bpt X
A T RAGE R, L& R RER, N & 7 KR A B Baymax
FAEANT KK FRASCR | THRE, 5 EA TR

7]

N fEHNE

(—) PE XXHZi#tHItEER

PESZHi#tHIELS -
BEAET C:\Users\Nisy\Desktop\Baymax64.exe B
fEMsT i C:\Users\Nisy\Desktop\Baymax64-fix.exe B
[ EREMHHHE):

iERiRIERVA)  EEIUNE(VA)  SIPHEEE(FOA) RiGHHR fSdkdidR RERERE
00000343 000140000343 00000343 65 45 0|PE Heade
00001168 000140001168 00000568 ocC 7C 1
00001358 000140001358 00000758 Ab 342561 56 54 27 62 1]
00888086 000140888086  0022C286 EF 4 7D 344F 6D 10|.boot
00986265 000140988265 0032C465 17 27 10].boot
00A413C8 000140A413C8 003E25C8 93 1800C8 2369BC 78 10|.boot
00A45419 000140A45419 003E6619 47 57 10].boot

< I ¢

HHF) 7 DFE, £ 154055

SR PE X ZH#HF A, SHEUNAXHERA DB HHE

(ke
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(Z) FHERIRERT A

o RITEER -
BiFiTi: C:\Users\Nisy\Desktop\Baymax64.exe E
0E??77027%6 -
HFIED:
[ o=
[ =R EMHHE):
FS Eibtihtva) EntiRIBRVA)  MHHEBFOA) RERER XiRR ~
1 00014008AD36 0008AD36 00040936 5| 400001
2 00014080DB20 0080DB20 001AED20 10].boot 600001 =
3 00014081EC16 0081EC16 001BFE16 10].boot 600001
4 000140876D5D 00876D5D 00217F5D 10].boot 600001
5 0001408E3AES 00BE3AES 00284CES 10].boot 600001
B8 0D001408EC2BE 0D0BEC2BE 0028D4BE 10].boot 600001
7 000140945C05 00945C05 D02E6EDS 10].boot 600001
8 0001409642C9 009642C9 003054C3 101.boot 600001 T
< | m | b
HEF 13 2 View the Baymax PlugIn for x64Dbg

WAL R TR, HW R X HN PE XHH#HITHE, XHFEELE
db, 5| HRFAEAD XS B EY VA, RVA, FOA,
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(=) el T A

thEzst iR ==
B4Rzt C:\Users\Nisy\Desktop\Baymax64.exe B

XERER
PE:64-bit STffAs: 003E6800 @A/ : 00A46000
RRER ERULitIhE(vA) Bt M iHmIB(FOA) g, [*
OPEHeader 00000000 00000400 00000000 00000400 4
1] 00001000 D00SD2EE 00000400 00028C00 6
2| 0005F000 00015CED 00029000 00009200 4 _
3| 00075000 00005018 00032200 ooooocoo  ¢|”
4| 00078000 00004F80 0003200 00002600 4
5] 00080000 000191C0 00035C00 00015800 4
6l 0009A000 00000C12 00048400 00000600  4—
7|.idata 00098000 00001000 00048400 00000400 €
8l.rsrc 0009C000 00012400 0004BE00 00012400 4~
4 ‘ 1L »
R
2E: RVA v 1470 B 000140000000
RERER IERIRIBRVA)  ERiMhE(A)  WEHRIBFOA) FiHR
1 00001470 000140001470 00000870 D7

AT PE X L 15 B, X #raf RVA. VA. FOA # = |8 89 4 4 .

(M) FrHiE+ s TR

e A ———
SR
Baymax -

HroRHRE (BREHRIRFEMEER)
42006100 79 00 6D 00 61 00 78 00 -

() ASCII @ UNICODE (7)) UTF8 EE 1A

BAVERG AT AR, F B F K747 8 # i HEX $0E, Al



"HT RFNT AT EARXAATH A, HEX HIEE N F R ALE
= Ak

(F) ShFREE S

-

| AR [ESEEE

EtniEts C\Windows\System32wersion. dil B
Mame: version.dll [32bit] -
Base: 1

MNumberOfFunctions: 15
MNumberOfMames: 15
NumberOfExports: 15
MNumberOfTransfers: 2

EXPORT:
Ordinal Hint Entry Point Function // Transfer

0001 0000 O0001CED  GetFileVersionInfol

0002 0001 00002147 GetFileVersionInfoByHandle

0003 0002 00001A15 GetFileWersionInfoBEx\W

0004 0003 00001C8C  GetFileWersionInfoSizeA

0005 0004 O00001BE2  GetFileVersionInfoSizeExW

0006 0005 00001909 GetFileWersionInfoSizeW

0007 0006 O00019F4 GetFileVersionInfoW

0008 0007 00002982 VerFindFile&

0009 0008 O00003DEZ  WerFindFileW

0004 0009 00002B63  WerlnstallFiled

000E 000A O000041BD  WerlnstallFileW

000C 000B 0000153B WerLanguageMamed // KERMELZ2 VerLanguageMameA
0000 000C 000015A5  VerLanguageMameW // KERMELZ2 VerLanguageMameWw
000E 000D O00001B72 WerQueryWalued

000F OO0E O0001B51 VerQuernyWalueW

4 [ 2
HFSELL ~ BT ~ | (version.dll vs2008 -
ISR
D eeol [t | sumE || aEIE |

WA A THhFFeEsk (d11D #AE 0, 7 LLAE R B VS MO HY # #F

I%R.
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~ | EgiEE »  CWWindows\system32wersion.dll  vs2003 -

ssiEE || aEIE

TAXFHFEA P HEK

TAXF#Hg CHyFHEH (o=, K. Ex. #5KAH)
T A LURRAT £ R IR (FFRZ0

1. vs2008 x64 %% 19

vs2008 E4miF x64 e, FERELRHFIFH. EH \Microsoft
Visual Studio 9.0\VC\VCProjectDefaults\masm. rules F asm %
BHBEA nl6d. exe 7 HF A masmbd. rules X

BB -

CommandLine="ml.exe /c [AllOptions] [AdditionalOptions]
/Talinputs]”

BEA -

CommandLine="m164. exe /c [AllOptions] [AdditionalOptions]

/Talinputs]”

2. vs2008 LLET#

TREMEABKIN SDK AR, HELERFIERE AN TLZH SDK MA,
TREH “TAFEE” BRAKRAGEXP, EAFEFETRE.
vs2019 X XP L E: £ “C/C++ - 1BF - HAER” A TE
SRR
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(73) #F2Eh#HF DLL £RM%

o FHREFDLURIZS - X
BifiEE: ChUsers\MisyhDesktop\ Total Commander v8.52a0\TOTALCMD.EXE
RSfTEEL
16:37:13:474 : FREEFERN DLL .. A

16:37:19:197 : 2AGEN DLL =3

16:37:19:275 : BiFFEEERTEl oEp, THEEF| 4 TR FHEES DLL

16:37:19:279 : ERISTRtAER 1 P EHTEN

16:37:22:260 : BteEEIGiTRE, I35 21 eI eI DLL

16:37:22:265 : FHEEEEN DLL...

16:37:22:292 : EE4ER, HE--SISH0LEESH, BmoSssE..
16:37:28:338 : 2AGEN DLLEE, £W o

16:37:28:342  (FSI0EEET 1430, S8R 21 -TERLm BRIEIEDLL, =HolLIMER
ﬁjﬁﬂhﬂﬁﬁﬁﬁfiﬁnuﬂiﬁiﬁ]ﬁﬁﬁlmﬁﬁ

T AT IR Arn AR TRl
FS  HEDLLER ESliayiak ! ~
o version.dll IEfTE OFP RIFIEET
01 mprdi iBTE OFP IRl
02 winmm.dil IGfTE OFP BIRJ#EENS
[]3 winspool.dre I={TE OFP RIFIEENT
4 widp.dil IEfTE OFP [ERlESNS
15 windowscodecs.dll ITiTE O ErEEHE
(16  profapidll IE{TE OFP [ERliEENEr
(07  textshaping.dll IEfTE OFP ERLEENS
(g coreuicomponents.dll IETE OFP SR EIET
g coremessaging.dll IE{TE OFP ErEEHT
C110  winhttp.dil IEITE OFP SR v

FET: OEP HOOK M A= RN

B E TN

A2 M DLL I E T BB 247 HARAE 7, #kEIA2 7 B o et
o] F T4 #F 80 7 45 DLL. B = #4235 : OEP HOOK M, T A v A5/
i i 72 B AR #EAZ OBP A\ 0 AW & R4 DLL T AnE; EHEAH
W, ZAE R TN L DLL 28 A dk, B 70k W& OFP 2§l 52 2
By REEATHRN, EHTHRMUMSHE, FFETEHAYERDLL &

OEP Z B8l & 2 5.
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+. ROILERKIT

(—) 18id HOOK S xt H tth 3215 B i - bift =2

WAH S ABAE W, BBERIAT “TERBERHK” RX Y
WA RERW, — By ELE. ROLBEHATEAT Mk, BT
KL BBEETSPATA T IE. Baymax H B HRGEX A LB R
FHEMT YT, A5 E 2 HOOK APT, 4447 24 HOOK #y APT & %k

B RRA “BTR BB, AN EWEBERERER,

(=) BEx R HOOK LI EES ¥R EE

Baymax #R fEH “ kB R EME” theEH — B R IRME, £ XA
INT3 7%, #&BFEEER2HIER, #XAFEMGH A, TEBRA
MR ABREN . TREAFTHGRTE LA L LBME AR XE
HETE R EREES? EEET UM, BRI wintrust. d11 # 5 H
K WinVerifyTrust 4 B3 AT H# .

5% HOOK 1% B 4, X B3t 71 DAGRIE R R % B 4k i T e B =
WH “UTEREEHK” RIREEM . AEERLD WA R EES
W7 5 o
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= e o e e T = [
8BFF nou edi, edi WINTRUST .WinUerifyTrust S {FPU}
55 push  ebp EAX B691F55C ASCIT "k
7512C833 8BEC mov ebp, esp 3 ECX 00808018
56 push  esi 5 BfE . EDX 60888881
75120636 8B75 18 noy esi, duord pte [ehp 18] Eﬁ"—zgu%ﬂﬁ-? PUSH HEIBIEEIHEHESPES | oy sososoos
7512C839 833E 28 cmp dword ptr [esi], 2 ESP 8691F4EC
75120830 )., 76 @9 jbe short 7512C847 EBP B6O1FLEC
7512C83E F746 28 0680108 test dword ptr [esi+28], 16868 ESI B8691F5Ch
7512C845 |, 75 17 jnz short 7512C85E EDI 60808001
7512C847 8B55 6C nov edx, dword ptr [ebp+C]
75120040 8B4D 88 noy ecx, dword ptr [ebp+8] EIEroH 2L U RIS Z=1 2
7512C0uD|  6R 08 push ] C 8 ES 8028 32{7 O(FFFFFF
7512C04F | 6A 80 push 8 P 1 ©S 8623 32{iy B(FFFFFF
75120051 6A 80 push L v|n 1 ss 882B 32{ B(FFFFFF
"""""""" = b 2 8 DS 862B 32{; B(FFFFFF
S 8 FS 8653 32{; 9CYBO6(F
T 8 GS 862B 32{ B(FFFFFF
D8

B6674000] 66 00 60 80 FF FF FF FF|71 60 BD Bo| ~ B691F57h ==

BE674616| 75 98 B9 B0 BF BO 00 00|08 68 B0 B8 ||| B691FAFE 5u2u1ﬁnuw.5uzu1ﬁnu B3 WINTRUST S rigigans 25
86674620| 61 0 B9 BO BB 3A 53 90| 0A 06 B0 B8 | 0691FuFs|| B8BEBEES - -

BB674036| 04 86 B2 80 00 00 00 60| B3 00 00 08 |0691F4FS|| B691F55C|ASCIT "kE" ~HERRIR [ A A ESP+yww. CHINABYB.COM
O0A7LRLAIFF FF FF FF/ OA A0 OA A0/ A0 A0 A0 OR BAQTFUFD RAQAFLON

R E W% +5 89 & [F 2 Baymax W HOOK 2 ¥ R4 LB A IWP
XXXXXXXX 54, FFEPAT TN e 5 B0k E R B 2op B = R IE
T— 514, ZREWEENEAEFSANTFT, #EENELET
BAFH, AEBRBENT —F4REENT. i “BREE
87, fei%+5 A B # R B H A T [ESP+4], ATUARATIRE “R& EHy
AL A 0xdo

S | WinverifyTrust v | iREB{E: [0S

MiggoRElE |[EEERER T | EEES: HiER: oo

AT 8E
WTHE: [EEEEE | dewEs: S B | R

temiEn: [EEXahg | B2 pworn | HrrE: W | ]
O#gizg F25i28 I TSR T F SRS

]

T #4E:

IR

3 =1= EbEf
WS IO
— . A w&ﬂ“ﬁv EkﬁﬁAPYGHEDM

WEw EE, XAFEEOEIT EL HOOK & 5g ik X A &2
WERWT, ML E KR EE I RE
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1B 7 B AR SR A0 T HEZS (8]

HAUEF ¥ RBAE nap 2AF CEZED F 34T, HATT
UARFFENFZEERFIZAL, FHBEERESAET THER,
FEEZARBPATHHER IR EW &, FF 7L+ REE

TE ALK AL
T HHR
IT2E:  EErEEHEENN? -« EEEs: FER: R - R RGO
BlEN: BRI v {E2A1:  HEX#E v HEE: 1w
HiREH |[TE5EH HTHIRM A SIS
ID_SAVENAME_DATA, 33 C0 40 C3
it EFRBAL (B HEX)
EFHER: ElE T RXX
i —R v XA Y| FEREENNE: RXX+0]
RIBHERVA) D RE HEB: [ESP+24143C HTHIEFTFRADNRG MIFLIERFTE Ik L

BALEF “BREFEMLTEHIOAE" B, KAFEE A
EXX/RXX, H#HATURERE.

Bayamx X # At & ATRGF R A HEAT Z 0k T4k, #H [BEXXHN]+N1
X F AR, XERNREESZE, FTUFEANBRERR
HY M . 5] 4 3k TR 7 B 3 Ak % 10000000, T 3 47158 Z 45 B #y dk

10000008, #ATEE R A EXX+8 BIF (x64 { RXX+8),
(M) EE3ESHHERTEE

RABEHABEMRSESTRIELNL DT, 3 cnp
bk H 5 R

QO7AGTTE S30C10 mov byte ptr ds:[eax+edx],cl
DO7AGTBL 833D DBEBS100 00 cmp dword ptr ds:[81E8D8],0
007 AGT 5 v 75 56 jne xshell.7AGFED

B2 20000000 mov ecx,20

nnnnnn dmnl arv orw
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 “007A6781 |cmp dword ptr ds:[0081ESDS8],0” 454+, &
1% % 0081E8DS Wyt &4 4 1, M iZw M /ER ? Baymax =T

ZALE, EFENEF®, FEK.

ehiftt
@ raiFhiztbva): (00746781 | bR | 00760000 B
O HHEBSHIL: RIE(E:
HIEDEE
=5 W EHEDE |??_FCNsChEchasteerDIg@@QAE&'XE v|{ﬁ#§f§:
CIiEpiEEtE @7 L E TR - SREMHE RS iR
T 2R
WTHE: [FHEEE | EErE: TS w: ||
TritlEY: |[FEEEEEET0Na) |- | {E42): [Dworo | ZiFd: Wi ||
sy e e | TSR SRAS
{8751 oh P T
ID_SAVEMAME_GLOBAL_DATA
TRIkHTE

F—F. £HMH,

REFHHA, AEEMNTHEFHTRE:
T REEFE L HE

BREEN “RERAFHAFHIL;

XA “DWORD” (x64 # —f % QWORD);
TS FEE — A UZ A & L HE— T 5,
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| chifiht

| @ pirrithtoa): [oo7as7s1 fatRgyt: 00760000 Ecatl
O Tt : {afE:
HiEDEE
=5 W EHEDE |??_FCNsChEchasterF‘wDIg@@QAE&'XE v|{ﬁ#§{§:
CiEpEElE  (#fr L L ool - EEHE R g
T 2R
TR [iERrrHiERaR - | e Tirs: o0 - {00
WTHME: [GmEsapdl | fE2a): pworn | ZHrE: W ||
O#mizy F25i28 I TSR T F SRS
ID_SAVEMAME_GLOBAL_DATA, 1|
SR

=5, BER. MEREPETHL (UM F@ELE—30, &
T HEF T RE:

HTARBEE “BREHEEANAF

HTHRETEE “BRX

B2 “DWORD” ; A7 5 BB X A “Mr T &40, T HE", M
AHERNEEFTZW W ANE T E2EMGBEREKE
“ID_SAVENAME GLOBAL_DATA, 17,

I DL EFPR AR, RATH I T Mzt (2 /X B NER.

(R) BT HOOK BElEE&ER

HAURFHUABDEEETFITEH AR, BRIIES T UELE
PR A2 ¥ e 15 T T 38 3 Baymax % B 2B 75| SR ?

V8l DeviceloControl HR#LF LUK BE R (B =HAILT
&), % %% dwloControlCode = 0x0007C088 (SMART _RCV_DRIVE_DATA)

it, H#R [E A 1pOutBuffer BRI B @2 £ 77| 5 5 &
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A
i BOOL DeviceIoControl( i
1 HANDLE hDevice, 1
| DWORD dwIoControlCode, i
| LpvoID 1pInBuffer, !
| DWORD nInBuffersize, |
! LPVOID lpOutBuffer, !
: DWORD nOutBuffersize, :
: LPDWORD lpBytesReturnad, :
: LPOVERLAPPED lpOverlapped :
| ¥ l
e e e e e e e e e E EE E E e E e e e o = -

BATRUEFWTANT I, AT ERA Gk “HAFHHAEHR”,
R G “\Windows\system32\kernel32. d117”, #}T Hat A5
B 41 P % “DeviceloControl” B #L. A% “B IR EE” HEE R
YW ET X ERERGR” HER, IR SA RS P E&RE
Jhn T B TR

§ ==» > 83920088 GetPcInf.@@92DD3S

£+d > BOPABBE4

£45 > B0A7CB33

£+C » B@25E9D3

£+10 > 80000821

$+14 » @BZSE7CR /7 &3 1pOutBuffer

£+18 > 2008218

£+1C @8825EC48

£+20 > B0eIEERE

£+24 8825EETS

@B25E7CA ©@ B2 82 90 92 80 @1 99 92 AP EC B0 92 00 00 29
@B25E7D@ 40 0@ FF 3F 37 €3 10 90 4@ 00 0O BA 3F @0 @0 BB

B@@25EYE@ @0 60 @8 a8 IBB 33 32 31 3@ 33 32 31 3@ 33 32 31| ....B32183218321 // {Fifew24
F 2 31 28 28 28 20 @8 EJIBIFB 4E @9 @@ 41 53 @321

AR 1 [ESP+14], F 5| 5 4L F 1pOutBuffer w75 0x24 (L & .
KN EATRAEN “BURFFERANT, FHEXLEESP, #+ 7T
W 7 ik & [ESP+14]+24,
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M

| g:  |befmorexe | [ Detimne
| bR |kemels2d [ B
G e
3 T B R R TR B8
AT bt
O Faaptihova): | e Bt
O Tt : {Rta(E:
HEREE
(®) SR |DE"u‘iEEIDCDI‘|1ID| v|{ﬁ1§f§:
MigiBEEE |2 LSE L THTDEER - | MRS HEE: 00
T3
WT2eR: [IEpErrsiEar - | e Feg: e | 140

WEpiEn: [BEXIA | (E2E: [ascu | HiEd:

#higzY TS5y | BiRtiiRETaHEY)

03210321033 S =FTER: ESP
BT I

EFFHEA:
I:_ e [[[ESP]+B8]]+3C H5E

i %l EEES | REES K

T #4E:

Hi “EFWT R 541, £ 1F 4 [ESP+8]==7C088., &, & “*

TRFHA” i B KT EKE AL, BYESP+8, WEWT:

N

( Bt AHEX) N

= Stizes: [P

| RRE —

| OFEmEpEis | WTRRERN:

| O smnomnssens: | st OesPlosl e e

1I | e |
@ higfxa: | FrESEanG | TS B2 | W8 |8

FhiEsel. |DWORD v| it #iE: |I"C'3'88 |

1 BE XS

BNiA E

L 2 St IR S|
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QEANT, BT BERNZIANEFHRBRENE L7 5 L & HKA
BRXEASCII ¥/ 8. KMNETBREFERFTHNERLT, B
TRHEFI T

2R U5

W

J\.

(=) Ao i A T LR A

1 W& X AR RS

BARAE A ORI AL, B AR AR SRR A BB ol B R F 2 LOGO
FAE, EXRAEIRE G FHATNIR Ao R B 2B R 2 A5 A7 B A A
B, RS BEAT HEERE
2. 2R BEAT 8 LOG

EANT W ERLBTAAME, ENEE ERBERERSF
AT HBERENAT, BFEAT BN AR K T 42
xxx_baymax. log Xt (FRFMATAGHE, FEEAMREATH
Q. log XX ), 32 (a3t 47 37 J7F DbgView T A kB YA T
HE R RHATER. AT UE L IR T HATE
MEEBI KRR EE . &L ANF A o2 TERE R, KA
Wt log X, log #EAFT & EHAANT ik, "6 HEXH#H
EEBERME, T2 A LA,
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1/ 2019-07-25 22:34:39:931: [2128][BAYMAXG4]: PYG.DLL ver; 3.0.1.1025 005 |

2/ 2019-07-25 22:34:39:931: [2128][BAYMAX6E4]: Process Attach: Ch\User: =~ zsktop\Debug\L . .maDiskT
3| 2019-07-25 22:34:40:117: [2128][BAYMAXGE4]: Mot Find Baymax IniFile |

4 2019-07-25 22:34:40:118: [2128][BAYMAXE4]: Proc DiskTest.exe Module DiskTest.exe Mame DiskTest.exe |

5/ 2019-07-25 22:34:40:118: [2128][BAYMAXG4]: 3+ T ==F{THOOKAME: DiskTestexe |

6(2019-07-25 22:34:40:11%: [2128][BAYMAXG4]: 18I0 HOOK 2 A2 user32.dll === CreateWindowExW |

7| 2019-07-25 22:34:40:119: [2128][BAYMAXB4]: Misft=aE .. |

8/2019-07-25 22:34:40:119: [2128][BAYMAXB4]: Add Hook: Type 2 user32.dll === CreateWindowExW

9/ 2019-07-25 22:34:40:11%: [2128][BAYMAX64]: End StartHook() p

10( 2019-07-25 22:34:40:11%9: [212B][BAYMAX64]: 3 T 2ZWiEksEm, SEHOOKE, MEr=iRlE, BT FsTTEs.

11| 2019-07-25 22:34:40:252: [2128][BAYMAXE4]: Proc DiskTest.exe Module DiskTest.exe Name DiskTest.exe &

12| 2019-07-25 22:34:40:252; [2128][BAYMAXGA]: HOOKEE, #HiTdTEEE. |

13| 2019-07-25 22:34:40:253: [2128][BAYMAXGL]: EE8r—#M T =8 |

14/ 2019-07-25 22:34:40:253: [2128][BAYMAXB4]: 3 NS_TYPE_SETRVABREAK =R 0 |

15/ 2019-07-25 22:34:40:253: [2128][BAYMAXGA]: Brooih T Hakt C T RNTEEE RSPLZC V:2,R,B102,TH,CC
16| 2019-07-25 22:34:40:253: [2128][BAYMAXGA]: ZE8F= |

17| 2019-07-25 22:34:40:254: [2128][BAYMAXG4]: IR E8r—#HEATN Threadid: 2496 |
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